Immunization (1Z) Gateway Portfolio Overview

Introduction

The IZ Gateway is a portfolio of components which share a common IT infrastructure. These components support the exchange of immunization data between immunization information systems (lISs), provider
organizations, and consumer applications. The IZ Gateway can streamline time and resource intensive data exchange onboarding. It also replaces multiple one-to-one connections with centralized routing. This
document includes an overview of each component including the requirements and benefits of participating in each one.

Acronym List:
o AIRA —American Immunization Registry Association
e ASTHO - Association of State and Territorial Health Officials
e APHL — Association of Public Health Laboratories
e BAA —Business Associate Agreement
e CDC - Centers for Disease Control and Prevention
e DUA — Data Use Agreement
e HIPAA: Health Insurance Portability and Accountability Act
e HL7 — Health Level Seven International
e |IS—Immunization Information System
e MOU — Memorandum of Understanding
e WSDL - Web Services Description Language

Legal Agreements:
Project participants must sign the following legal agreements to participate in the IZ Gateway. Each component has different requirements. Regulatory and legal changes might be necessary in some
jurisdictions to participate in the 1Z Gateway. Participating jurisdictions should begin reviewing their current agreements and these requirements now to determine what may need to be added.

e Interjurisdictional MOU — Jurisdiction 1IS and Jurisdiction IIS:
o Public Health Interjurisdictional Memorandum of Understanding (MOU) (Updated August 2019)
Signed among public health jurisdictions
Allows data exchange to occur through the IZ Gateway or an alternative mechanism with any state or jurisdiction that has signed the MOU
Not a federal agreement, only between signatories
No renewal required
AIRA holds the signed MOUs

O O O O O

e Data Use Agreement — Jurisdiction IIS and APHL
o Allows data to flow through the 1Z Gateway which is hosted by APHL
o Addresses security, responsibilities, relationship of the parties, amendment, and incident response



o Norenewal required
o Data are not held by APHL outside of the immediate transaction
o APHL holds the signed DUAs

e Business Associate Agreement — Provider Organization and APHL
o Recognizes that the IZ Gateway sends and receives data on behalf of the provider organization
Addresses use and disclosure of protected health information, security, privacy, incident response and other clauses
No renewal required
Required by HIPAA
APHL holds the signed BAAs

O O O O

e Data Use Agreement — Jurisdiction 1IS and CDC
o Allows CDC access to de-identified IIS data
o Indevelopment

e Jurisdiction-specific Policy Agreement(s) (e.g., provider site agreements, confidentiality agreements, etc.) - IIS and Provider Organization
o Specific to each jurisdiction
o Signed by provider organization
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Benefits

Technology Requirements

Policy Requirements

Participation Steps

* Enables large national and non- * More complete and accurate vaccine information 1 Provide Immunization U Jurisdiction-
traditional vaccinators to report and is available from national provider organizations Gateway credentials specific Policy
query immunization data with and non-traditional vaccinators (organizations that Agreement(s)

. . . . U CDCWSDL and HL7 2.5.1
multiple 1ISs using the |1Z Gateway are not currently sharing with 11S) between IIS and
Release 1.5 Provider

* Provides a centralized data exchange °
connection so multi-jurisdiction
provider organizations have one

Onboarding concierge services to help provider
. . . U DUA between IIS and
organizations navigate local policy and technology .
. o APHL (Drafting currently
variations per IIS jurisdiction )
in progress)

Organization

1 BAA between

connection instead of multiple, Centralized onboardi ) it Provider

o . . * Centralized onboarding services, quality assurance ..

individual, point-to-point IIS IZ_ ) ! g Vi quatity u Organization and
. and testing make it easier for both the provider

connections APHL

and the IS

1. IS provides IZ Gateway
credentials and recognizes
sender in MSH/RXA segments

2. IS provides jurisdiction-specific
agreements

3. IS identifies provider
organization partner to sign
local policy agreements and
BAA

4. IS maps and provides facility
IDs



Allows exchange of immunization
information across IIS jurisdictions

Automates messages to an IIS for
patients immunized outside of their

jurisdiction

Allows providers to initiate a query for

vaccine information from multiple

jurisdictions and receive a
consolidated record

No policy requirements make it easy for IIS
participation

Gain a more complete and accurate assessment of
vaccine coverage per jurisdiction through data
sharing of appropriate vaccination records

Option to have a user interface generate a query
to another IIS (currently available through STC and
Envision products). See “multi-jurisdictional
query” below for automated functionality through
provider organization.

Enables provider organizations to query multiple
IISs that have signed the Interjurisdictional MOU
for IZ Gateway Share

Provides consolidated vaccine record from
multiple states, where needed

Provide Immunization
Gateway credentials

Capability to recognize
out of state address in
incoming HL7 message
and in data at rest

Trigger creation of a new
historical VXU to send to
another IIS based on out
of state address

Capability to install client-
side certificate

Modified CDC WSDL and
HL7 2.5.1 Release 1.5

Provide Immunization
Gateway credentials

CDC WSDL and HL7 2.5.1
Release 1.5

a

a

5. All parties participate in
meetings (initial, testing, QA,
hand-off, others as needed)

6. IS reviews test messages and
provides testing/QA synopsis

7. IS and provider organization
complete production readiness
activities

8. All parties participate in project
evaluation activities/data
compilation

Interjurisdictional 1. Sign Interjurisdictional MOU
MOU by IIS 2. Sign DUA with APHL
3. Software modification as need

DUA between

o to support features*
Jurisdiction and

4. Test and implement message

APHL . .
trigger for outgoing messages
5. Test and accept incoming
messages — treating incoming
messages as historical
*Jurisdictions not using STC or Envision
IIS software may have significant costs
for upgrades
Jurisdiction- 1. Ensure Provider Organization
specific Policy signs all Jurisdiction-specific
Agreements Policy Agreements
between IlISand 2. Sign Interjurisdictional MOU
Provider 3. Sign DUA with APHL
Organizations 4. Respond to provider/IZ

Gateway query



O Interjurisdictional
MOU by I1S

U DUA between
Jurisdiction and

APHL
* Enables consumer access to online * Consumers can monitor and ensure vaccinations O Provide Immunization U Work with 1Z 1. Review and select consumer
immunization records and forecasts are up to date Gateway credentials Gateway team to access options
through easy-to-use digital tools c X ont o T (depending on consumer find the right 2. Participate in planning meetings
* Consumers have convenient access to officia i
~onsumers hav venient 4 Ic! access product) access product to with team and vendors
immunization records for their needs (e.g. school, ey — 3. Sign DUA with APHL
travel, work, doctor visits) O CDCWSDL and HL7 2.5.1 4. Depending on product
system ) ¢
3 q t burd e Release 1.5 complete testing and QA
e;rease.s:jrecor (AR L i D AR Q Ensure no policy 5. Onboard product through IZ
and providers .
P issues prevent Gateway

consumer access 6. Participate in and inform
marketing and evaluation
O DUA between efforts
Jurisdiction and
APHL
* Provides Data Lake snapshot of de- * Provides centralized point for analysis of de- O Produce IIS extract of de- [ DUA between 1. Sign CDC DUA
identified COVID-19 vaccine identified, de-duplicated COVID-19 doses identified data based on a Jurisdictionand 2. Sign DUA with data host
administered doses for CDC analysis administered data in real-time detailed specification and CDC to share de- 3. IIS produces Data Extract
' o o send through specified identified patient according to specifications
* Identify areas of high-risk for vaccine distribution RS TeR ek en e COVID-19 (TBD)

or implementation of alternative intervention specified schedule records 4. Send de-identified data extract
efforts - to Data Lake
(specifics TBD)
O DUA between
Jurisdiction and
data host, such
as APHL







Accessibility Report





		Filename: 

		IZ-Gateway-PROJECT-Overview-Table.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 0



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



