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Detection Methods

Signature Based Anomaly Based
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Fileless Malware

] Filc_aless Threats 1 01:
Characteristics of a Fileless Attack

. Shellcode launches
Document embedded with PowerShell to download a

| E Has no identifiable code or signature and particular o TR ey
| behavior that traditional security software detects. e

= Is @ memory-based threat, resides in the computer's

. " RAM.

o]

s Takes advantage of processes in the system to
) facilitate an attack.

0 Could be used with other kinds of malware.

o]

-5 Could bypass whitelisting, as it takes advantage of
allowed applications in the system. LIVING OFF THE LAND

Malicious seript downloads and Scheduled task is created to ensure that
executes malware using built-in malicious script runs at regular time
system tools intervals and executes other payloads

o]

Image sources: TrendMicro
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Fileless Malware Cont.

Windows Registry Memory Code injection Script-Based Techniques
Manipulation
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Fileless Malware Cont.
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Living Off The Land

ed by the operating system that
is normally used for legitimate purposes but can
also be abused by malicious actors.

spowershell.exe— — — = = — -
*bitsadmin.exe
-certutil.exe~ _ >
*psexec.exe S~ -~
swmic.exe N -
*mshta.exe S
*mofcomp.exe S
cmstp.exe N
*windbg.exe N
scdb.exe S
*msbuild.exe
*csc.exe
*regsvr32.exe

74

& HHS CYBERSECURITY PROGRAM i



Living Off The Land

(OLBP“,

Image sources: Github

Submission Requirements

* executing code

« downloading/upload files

* bypass UAC

« compile code

« getting creds/dumping process

« surveillance (keylogger, network trace)
« evade logging/remove log entry

* side-loading/hijacking of DLL

« pass-through execution of other programs, script (via a LOLBIn)
* pass-through persistence utilizing existing LOLBIn
persistence (Hide data in ADS, execute at logon etc)
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https://github.com/api0cradle/LOLBAS
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Windows Management Instrumentation (WMI)

There are many advantages of using WMI to an

attacker: L'U

« ltis installed and running by default on all Windows WMI [ f/
. Wind _
operating systems. Management
. . . . Instrumentation
 For code execution, it offers a stealthier alternative
to running psexec. .
« Permanent WMI event subscriptions run as e WBEM Standard  _ _ _ _ _ — _
wmic.exe Protocol_ CIM Standard
SYSTE M : . PowerShell (?“_ufr_y_la_n_gl_jﬁgf SI Implemns Object schema
 Defenders are generally unaware of WMI as a multi- | 7= WL M A
purpose attack vector. Host (WSH) | language | “ !
« Nearly every operating system action is capable of M | _ca i [l o
1 1 R O e T emotin
triggering a WMI event. Iscript SR
»  Other than storage in the WMI repository, no whemtest.exe e repository
payloads touch disk. G/ via COM cimwin32.dI
WMI service Managed Obje:ct
(Winmgmt) (] Format(MOF)files
"""
Image source:BlackHat
Great https://www.blackhat.com/docs/us-15/materials/us-15-Graeber-Abusing-Windows-Management-

Source Instrumentation-WMI-To-Build-A-Persistent%20Asynchronous-And-Fileless-Backdoor-wp.pdf

o
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Windows Management Instrumentation (WMI) Cont.

£

black hat

LISA 20175

1 1 1

https://www.youtube.com/watch?v=0SjMgnGwpq8
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Campaigns

Astaroth attack chain 2020 MITRE ATT&CK
Spear-phishing email contai "~ g A
pear-phishing email contains - 192 - hishing Li
@ URL to archive file containing a | ? | E % Q a T109223 —SS‘:\Zar:Eu;SMlggifLilcr:ion
shorteut file that invokes - - &l Q T1064 - Scripting
obfuscated B.AT commalnds to Email with zp LNK Obfuscated BAT  Explorer.exe One-llr_le T1027 - Obfuscated Files or Information
drop a one-line JavaScript. link commands JavaScript
v
@ oo e otk e P 5
main script and runs it' in memory. A= —> - 1, —> —> H?BZ;:S?;UJS‘:}:Z“ Files or Information
Using bitsadmin.exe, the main Main JavaScript  BITSAdmin  Download Encrypted Encrypted T1105 - Remote File Copy
X binary content content T1096 - NTFS File Attributes
script downloads encrypted y
binary content, with it copies to ‘L deleted
the ADS of desktop.ini. It deletes

the downloaded binary and starts Q
the process again. It repeats this Q

flow 11 times.

Repe_afed Desktop.ini
11 times AN
3 . AA
Zhe ';a"i‘ scnpt "‘I;O usl“ g Q l" z (N TA0005 - Defense Evasion
itsadmin.exe to downloa < NN T1073 - DLL Side-Loading
three more binary data, [ i i i
yir i . T1218 - Signed Binary Proxy Execution
which it combines to form ExtExportexe Three binary  Download (N
the first-stage malware parts [
code. l l L
[ |
The script calls ExtExport.exe, } : } :
which loads the first-stage [
malware code using DLL — S R ) EEO 4
hijacking technique. : ; |
" h |
The first-stage malware DLL side- F'r:"s'ag'; : } |
decrypts and combines loading  malware code I |
three ADS streams in 1
desktop.ini to form the L LN 1| :
second-stage malware. €-mmm T ' ; |
| |
The second-stage malware Second-stage I !
in turn reads and decrypts malware code I !
the third-stage malware. W V)

userinit.exe using the process hollowing Information

. - . T1129 - Execution Through Module Load
- L —_ &) —> —_— 9
@ The third-stage malware is injected into E ﬁo‘ @ T1140 - Deobfuscate/Decode Files or

technique. The injected code reads and Third-stage Process Userinit.exe Astaroth T1093 - Process Hollowing
decrypts, the final-stage malware code, malware code  hollowing T1055 - Process Injection
which is Astaroth. I

\

Astaroth reads and decrypts various plugins
from the ADS streams in desktop.ini. The
plugins allow Astaroth to steal email

T1503 - Credentials from Web Browsers
T1003 - Credential Dumping
passwords, steal browser passwords, and

enumerate installed security software. Stealemall  Steal browser  Enumerate Image source:Microsoft
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Campaigns

Nodersok H-0—

1. Victim runs an infected HTA (HTML application) file
via an infected ad or download.
2. JavaScript code in the HTA file downloads a second- tm B-0- J ,
stage component. e < T
3. Second-stage component launches a PowerShell

command.
4. PowerShell commands download and run additional [

encrypted components

Nodersok Tools

--/g HHS CYBERSECUR”Y PROGRAM TLP: WHITE, ID#202012101030



Campaigns

Zloader is spread through aggressive

email campaigns where the S
email contains a malicious e
) . : [ | e
attachment with a provocative ) ot T | oo
title referring to either COVID- — e =i
19 or seeking a job, and » -
invoices with links to infected - E op—
Microsoft Word files. In the
case of the invoice email,
users will download the S
. 1 SECURITY WARNING Macros have been disabled. Enable Content ‘
malware installer when they
C|iCk the “Enab|e Content” A107 - b2 =WORKBOOK.HIDE("fcEcI5F81S"; TRUE)
button on the document. | A B c
97| =FORMULA([CHAR(X4-M81) &CHAR(X5-M81) &CHy
98 | =CHAR(X11-M81)&CHAR(X12-M81) &CHAR(X14-M81)&C =GOTO(A98)

99 | =FORMULA(CHAR(Y1-M81) &CHAR(Y2-M81)&CHAR(Y4-N
100 =FORMULA(CHAR(AB19-M81) &CHAR(AB20-M81) &CHAFR
101 =FORMULA(CHAR(AB10-M81) &CHAR(AB11-M81) &CHAR

102 =GOTO(C102) =FORMULA(CHAR(AC1-M81)&CHAR(AC2-MB81) &
103| =FORMULA(CHAR({AD1-M81)&CHAR(AE13-M81)§
104 =CHAR(AF1-M81)&CHAR(AE17-M81) &CHAR(AEL
105; =CHAR(AG1-MB81)&CHAR(AG2-MB1)&CHAR(AG4-
106 =FORMULA(CHAR(AH33-M81) &CHAR(AH34-M81) &CHAF =GOTO(A106)

107|=WORKBOOK.HIDE("fcEcI5F815"; TRUE) |
108 =GOTO(B79)

Sheetl | fcEclSF81S | @
Image sources: eSentire and VMWare Carbon Black
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Remediation

/ Signature + Anomaly (Behavior) Detection

« Endpoint hardening: Since fileless attacks originate at the endpoint, it's important to have an advanced
endpoint security solution that provides essential defenses like vulnerability assessment, exploit/memory
protection, desktop firewall, and URL filtering.

» Machine learning: Security analytic solution using advanced, adaptive, and state-of-the-art machine
learning, deep learning, and artificial intelligence techniques.

« Application containment: Blacklisting solution that blocks unauthorized applications and code from
running on servers, desktops, and fixed-function devices.

« Behavior monitoring: Anomaly detection and customized rules.

» Interactive threat hunting: Endpoint detection and response (EDR) tool that automatically and proactively
investigates and responds to abnormal behavior on endpoints and searches for fileless attack footholds.

« Single-console centralized management: Security management through platform that provides control,
visibility, reporting, and actionable dashboards across hundreds and even thousands of nodes enterprise-
wide.

» Integration with partner technologies: Third-party partners who offer additional advanced technologies,
helping you gain the advantage over adversaries.
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2019 Data Breach
Investigations
Report

verizon

business ready

Delivery Method File Type

100%
75%

23% 0% 45% 26% 22% 50%
25%
. ) 0%
email web other Officedoc Windows app other

Image sources: Bluefin.com
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Stealth is one of every threat actor’s primary
objectives, and fileless malware, LOLBins, and WMI
functions provide perfect camouflage for malware that
wants to hide in plain sight. This leaves plenty of time
for an attacker to do their worst and maximize
damage to the target network. We would do ourselves
a disservice to think that these techniques aren’t
being utilized in the Healthcare sector. In order to truly
protect our systems we have to utilized both signature
and behavior detection methods.
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Questions

Upcoming Briefs

Securing RFID In Healthcare

Product Evaluations

Recipients of this and other Healthcare Sector Cybersecurity Coordination Cen
products are highly encouraged to provide feedback to HC3@HHS.GOV.

Requests for Information

Need information on a specific cybersecurity topic? Send your request for information (RFI) to
HC3@HHS.GOV or call us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.
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