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Overview

Researchers at the Singapore University of Technology and Design identified over 12
vulnerabilities associated with Bluetooth Low Energy (BLE) devices:

» Some CVEs are undisclosed because of non-disclosure

agreements
+ Collectively referredto as the “SweynTooth” 6 m E Y nT n nT H

vulnerabilities

» Estimated that “millions” of logistics, medical, consumer
electronic, smart home, and wearable BLE devices
affected

» Thevulnerabilities affect BLE wireless communication
software developmentkits for 7 system-on-a-chip (SoC)
manufacturers

» Exploitation = Crash and/or Deadlock and/or Security
Bypass

« BLE devices are used for various functions in the day-to-
day operations of a health care facility

<€ HHS CYBERSECURITY PROGRAM



HC3 Assessment

HC3 Assessment — High Risk

« HC3 analysts assess with high confidence that there are
devices affected by “SweynTooth” in most medical
settings.

« Bluetooth devices that do not have an external power
source and are designed for ‘prolonged battery life’
(rechargeable) likely use BLE SoCs that could potentially
be affected by “SweynTooth”.

A mitigationisto turn Bluetooth off on devicesif the
functionality is not needed.

« If available by the manufacturer,the application of
available patchesfor affected devices is the only

known remediation for “SweynTooth”. \)
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Types of Devices Affected by “SweynTooth”

The vulnerabilities affect Bluetooth Low Energy (BLE) wireless communication software
development kits, commonly used in devices such as “logistics, medical, consumer electronics,
smart home, wearables”:

» Fitness Bands
* Hearing Aids

* Bluetooth Headsets I r

* Bluetooth Trackers : -

* Remote Controls S

* Virtual Reality (a) FitBit (b) Eve Energy (¢c) August
« Human Interface Device Profile (HID) Inspire Smart Lock

* Apple HomeKit
» Otherrechargeable devices

(d) CubiTag (e) eGeeTouch

For more resources about medical device cybersecurity

visit FDA.gov. Or contact the Division of Industry and
Consumer Education or CyberMed@fda.hhs.gov.
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Manufacturers Affected by “SweynTooth”

The researchers identified 480 vulnerable devices—the total number of affected devices is
estimated to be in the millions—that use chips produced by seven system-on-a-chip (SoC)

vendors:
w4 CYPRESS NI
1. Cypress ~aggp> EMBEDDED IN TOMORROW"
2. NXP
3. Dialog Semiconductors .
4.  Texas Instruments d d |a|o ;{’ TEXAS
5 Microchip SEMI EONDUL’TDR INSTRUMENTS
6. Telink Semiconductor
7. STMicroelectronics h

é

|
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A%\ MicrocHIp %1% Telink
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12 CVEs Disclosed by ASSET Researchers

) /

The 12 vulnerabilities disclosed were classified into three different “vulnerability types” by the
researchers:

Crash Link Layer Length Cypress, NXP CVE-2019-16336
Overflow CVE-2019-17519
Truncated L2CAP Dialog Semiconductors CVE-2019-17517
Silent Length Overflow Dialog Semiconductors CVE-2019-17518
Public Key Crash Texas Instruments CVE-2019-17520
Invalid L2ZCAP Fragment Microchip CVE-2019-19195
Key Size Overflow Telink Semiconductor CVE-2019-19196
Deadlock LLID Deadlock Cypress, NXP CVE-2019-17061
CVE-2019-17060
Sequential ATT Deadlock STMicroelectronics CVE-2019-19192
Invalid Connection Texas Instruments CVE-2019-19193
Request

Security Bypass Zero LTK Installation Telink Semiconductor CVE-2019-19194

LEADERSHIP FOR IT SECURITY & PRIVACY ACROSS HHS
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What Can Hackers do if Exploited?

Crash CVEs:
CVE-2019-16336
CVE-2019-17519
CVE-2019-17517
CVE-2019-17518
CVE-2019-17520
CVE-2019-19195
CVE-2019-19196

Deadlock CVEs:
CVE-2019-17061
CVE-2019-17060
CVE-2019-19192
CVE-2019-19193

Security Bypass CVE: Zero LTK Installation
CVE-2019-19194

LEADERSHIP FOR IT SECURITY & PRIVACY ACROSS HHS
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Link Layer Length
Overflow

Truncated L2CAP

Silent Length Overflow

Public Key Crash

Invalid L2ZCAP Fragment

Key Size Overflow

LLID Deadlock

Sequential ATT Deadlock

Invalid Connection
Request

Trigger a buffer overflow (Denial of Service)
Cause the device to restart

Possible remote execution

Force user to restart device (remove “deadlock’
state of device)

Bypass encryption and leak user information

Deny/disrupt the BLE connection

Cause the device to restart

Force user to restart device (remove “deadlock”
state of device)

Give the attacker read/write access to the victims
device

3/19/2020
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Other BLE Devices in Health Care Facilities

BLE-enabled devices in the medical environment could be devices that transmit data from the
device—such as stethoscopes glucose monitors, scales, and pulse readers—to smartphones or
tablets. Beyond individual devices used for patient assessments, Bluetooth devices are used for
various functions in the day-to-day operations of a health care facility for: *

* Asset Management

* Automated Check-In

« Automated Physical Entry and Access
» Blood Transport Tracking

« Compliance Tracking and Recording

+ Data generation

» Patient Security/Doctor Response

* Environmental Monitoring

* Optimized Patient Flow

* Non-Exhaustive List
Smart Hospital with Bluetooth Beacons

<€ HHS CYBERSECURITY PROGRAM



TLP:WHITE

Assessment / Mitigation

Assessment — High Risk

+ HC3 analysts assess with high confidence that there are devices affected by “SweynTooth” in most
medical settings.

- Because researchers have not yet disclosed the additional vulnerable SoCs and some security
companies have placed the number of devices in the millions, there is a high likelihood of an
affected device being present in most medical environments.

* Individual organization’s risk depends on the device(s)targeted:
o Pllor Patient Medical Device?

Mitigation
 |dentification of Devices Potentially Affected by “SweynTooth”
o Bluetooth devices that do not have an external power source and are designed for ‘prolonged
battery life’ (rechargable) likely use BLE SoCs.
+ Identification of the SoCs used by those BLE devices
o Necessary to determine the risk posed to the user’s organization
» |favailable by the manufacturer, the application of available patches for affecteddevices is the only
known mitigation for “SweynTooth”.

o SoC manufacturers Cypress, NXP, Texas Instruments, and Telink have released patches for
affected devices. By the end of March, Dialog will have patches available for affected devices.

<€ HiHs CYBERSECURITY PROGRAM



TLP:WHITE

Mitigation Practices: “SweynTooth” Devices

The HHS 405(d) Program published the Health Industry Cybersecurity Practices (HICP), which is a
free resource that identifies the top five cyber threats and the ten best practices to mitigate them.
Below are the practices from HICP that can be used to mitigate:

DEFENSE/MITIGATION/COUNTERMEASURE 405(d) HICP
REFERENCE

Implement information security assurance practices, such as security risk assessments of new devices [1.L.A]
and validation of vendor practices on networks or facilities

Implement pre-procurement security requirements for vendors [9.L.C]

Patch devices after patches have been validated, distributed by the medical device manufacturer, and [9.M.B]
properly tested

Establish and maintain communication with medical device manufacturer’s product security teams. [9.L.A]

* FDAInforms Patients, Providers and Manufacturers About Potential Cybersecurity Vulnerabilities in Certain
Medical Devices with Bluetooth Low Energy
o https://www.fda.gov/news-events/press-announcements/fda-informs-patients-providers-and-
manufacturers-about-potential-cybersecurity-vulnerabilities-0
* ICS Alert (ICS-ALERT-20-063-01) SweynTooth Vulnerabilities
o https://lwww.us-cert.gov/ics/alerts/ics-alert-20-063-01

Backgroundinformation can be found here:

<€ FHS CYBERSECURITY PROGRAM s, a1 |
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Questions

Upcoming Briefs
» Multifactor Authentication

* Cybersecurity Implications for Telework in HPH

Product Evaluations

Recipients of this and other Healthcare Sector Cybersecurity Coordination Center (HC3) Threat Intelligence
products are highly encouraged to provide feedbackto HC3@HHS.GOV.

Requests for Information

Need information on a specific cybersecurity topic? Send your request for information (RFI) to
HC3@HHS.GOV or call us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.

{@ HHS CYBERSECURITY PROGRAM
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What Can Hackers do if Exploited? (cont.)

Link Layer Length Overflow - CVE-2019-16336, CVE-  PqpheraiSlave i

2019-17519 i g;a;;m :

« Allows attackers in radio range to trigger a buffer :scan mqggg" .
overflow by manipulating the LL Length Field, primarily O, (resporse) * __connection |
leading to a denial of service attacks. I “request) |

Data channel connection I

I padded version request
1 ‘ 1 o

g AA Ll ""'"'?J"I’F"_ "‘JIL'T*M""""* (S

[4Bytes| 1Byte | 247 | L]_..

Peripheral/Slave Central/Master

I Data Channel Packet — Link Layer Length overflow
Channels I
P ar |

Advertisements [ESlmba<l:]

T 39 . I
| scan |
el scan {reque:s[j 1
| (response) *_connection '@ | ink | ayer LLID deadlock - CVE-2019-17061, CVE-
: Data channel connection 1 2019-17060
¢ 0

Invalid version request [

1" ,. 1
"AH.._"."_'._":?H_-I'_._J. 'Ll

Jytes Byt UptuZ-i?Bytes 3 Byt

« These trigger deadlock state when a device
receives a packet with the LLID field cleared.

A oader 700
.-'!...'-"J.. 2-4!‘_."..... 5
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What Can Hackers do if Exploited? (cont.)

Truncated L2CAP - CVE-2019-17517 Peripheral/Slave . Central/Master

Data channel connection I

version request / response 'e

|
* This flaw results due to a lack of checks while processing

an L2CAP packet, causing a denial of service and crash
of the device.

|

feature request / response |e

length request / response |@

F 9

F N

Truncated MTU Iength request :0

1

wm

Peripheral/Slave Central/Master ," _ —

I ;

| Channels I Data Channel Packet Truncated L2CAP Overflow
I Ly 3 I

Advertisements < —» 38
1 ~4 |
39
1 scan |
| reques I

ilent | ength Overflow CVE-2019-17518

®) {response) * SRS

| y Invalld cunnectlen request |9 .

L N « A buffer overflow occurs when a certain packet payload
Upto37 Byes Ji8 with higher than expected LL Length is sent, the

peripheral crashes.

Data Channel Packet — Connection request DoS attack
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What Can Hackers do if Exploited? (cont.)

Invalid Connection Request - CVE-2019-19195 Pelripherausme Central/Master

I
Channels
1 : 3 @ I
* When devices do not properly handle some Admmmm <—»38 :
|
|

connection parameters while the central attempts a % scan |
connection to the peripheral, they could lead to (request) |

scan
Deadlock state. 9, (response) I
| ‘ Invalld cunnecllon regues |9

- =1 Hyle [
- T Tag
- . :.,.‘ .
init_ A FAdv A 7 Connection T par. A
6 Bytes|6 Bytes|............ im“ﬂﬁ..inmmi ...... “‘

-----------------------------------------

Peripheral/Slave Central/Master Data Channel Packet - Connection request DoS attack

I : I
I - (|
L Paring Procedure

— YR |
p:;::gﬁ::iﬁsc 1@ Unexpected Public Key Crash- CVE-2019-17520
|

|
I
1
I Central forces Secure
Connections pairing
I
|
I
1

SMP Legacy Pairing Py  This bug is present in the implementation of the legacy

X * Public Key Y pairing procedure, Whic_h IS handlc_ad by the Secure
' | I | Manager Protocol (SMP) implementation and can be used
®2Rd Hggers & hard faut " ', to perform DoS and possibly restart products.
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What Can Hackers do if Exploited? (cont.)

Seqguential ATT Deadlock - CVE-2019-19192 F"Iriph"'a"’s'“‘* _ ce"“a'"ﬂalster

« This flaw lets attackers deadlock the peripheral by ' _ " — |
sending just two consecutive ATT request packets in : Link Layer encrypted :
each connection event. | ¢Keys exchange procedure— O

| ATT request I
X1 @
Repeated ATT requests Iﬂt

x‘ I.‘.’tt = connection_interval I

Peripheral routine :
While({!ble event)

Peripheral/Slave Central/Master : U Sequential ATT fault :
1

. I
Data channel connection |

I version request / response _ !
1 ¢ 4 P "0

|
4

|

I 4 length request / response :'@

feature request / response > 1 e

Invalid L2CAP fragment - CVE-2019-19195

I 1
[P Invalld L2CAP fragment
X!« [7)

* Improper handling of the PDU size of the packets can

AR i1 Header 7IL ata O Payinad 7 GRE lead to deadlock behavior.
lﬂgtnn 1 Byte Ox01 LZCAP 3 Bytes 4

LEADERSHIP SECURITY ACY A

HHS CYBERSECU RITY PROGRAM 311912020



TLP:WHITE

What Can Hackers do if Exploited? (cont.)

Key Size Overflow - CVE-2019-19196 e =T

. ' ' ' i - "
This .ove:rflow in t_he device memor_y issue |_s_ a Pamn&regmt @
combination of multiple bugs found during the pairing " o

procedure of devices, resulting in a crash.

pamng response

. Central ski
Peripheral/Slave Central/Master PeKr:?phselr;aE! gcce o /_ arfdnsrt;;r?s Igr‘::?: Irtllré%
| . 1

I . @ I I LL Encryption procedure 1
! : — | w ! encryption request . |
L Paring Procedure | X 1« e = L)
¢ palrmg request, SC supported : Peripheral accepts out 1
pairing response, SC supported | @ reQMOE and Gl benes |
/— Central skips palrlng 1
and starts encr ptioh

LL Encryption procedure @
encryption request
encryption response
| : encryp'lion start

J

request and installs zero LTK

[encrypted] encryption response
\“‘h—

d
b ]

:
i Zero LTK Installation - CVE-2019-19194
|

Central sends encr&pted
response with LT

encrypted] enc ion response |

This critical vulnerability is a variation of one of the Key Size
Overflow. It affects all products wusing Telink SMP

) ATT request }spe_. i ion wi '
i (Gmsmes ot implementation with support for secure connection enabled and
& can give an attacker read/write access to the victims device.
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