Privacy Impact Assessment (PIA): HRSA - CIBMTR - QTR2 - 2020 - HRSA593190
Date Signed: 4/23/2020

Acronyms

ATO - Authorization to Operate

CAC - Common Access Card

FISMA - Federal Information Security Management Act
ISA - Information Sharing Agreement

HHS - Department of Health and Human Services
MOU - Memorandum of Understanding

NARA - National Archives and Record Administration
OMB - Office of Managementand Budget

PIA - Privacy Impact Assessment

PIl - Personally Identifiable Information

POC - Pointof Contact

PTA - Privacy Threshold Assessment

SORN - System of Records Notice

SSN - Social Security Number

URL - Uniform Resource Locator

General Information

PIAID: 1078721

PIA HRSA - Title: HRSA - Stem Cell Therapeutic Outcomes Database
Name: CIBMTR -

QTR2 -

2020 -

HRSA5931

opplv: HRSA

PTA

PTA - 1A: ldentify the Operations and Maintenance
Enterprise

Performance
Lifecycle Phase
of the system

PTA -1B: Isthisa Yes
FISMA-Reportabl
e system?

PTA -2: Doesthesystem g
include awebsite
oronline
application?

PTA -3: Isthesystemor cgntractor
electronic
collection, agency
or contractor
operated?

PTA - 3A: Is the data
contained in the
system owned by
the agency or
contractor?

PTA -5: Doesthesystem yqq
have orisit
covered by a
Security
Authorization to
Operate (ATO)?



PTA - 5A:

PTA - 6:

PTA - 8:

PTA - 9:

PTA -9A:

PTA - 9B:

If yes, Date of
Authorization

Indicate the
following
reason(s) for this
PTA. Choose
from the following
options.

Please givea
brief overview
and purpose of
the system by
describingwhat
the functions of
the system are
and howthe
system carries
outthose
functions?

List and/or
describe all the
types of
information that
are collected
(into),
maintained,
and/or shared in
the system
regardless of
whether that
information is Pl
and howlong that
information is
stored.

Are user
credentials used
to accessthe
system?

Please identify
the type of user
credentials used
to accessthe
system.

4/29/2019

New

Onepurpose ofthis systemis to maintain the Stem Cell Therapeutic Outcomes Database (SCTOD), a
componentofthe C.W. Bill Young Cell Transplantation Program (Program). The SCTOD is a subset of
the Center for International Blood and Marrow Transplant Research (CIBMTR) Research Database (the
System) that includes, in astandardized electronic format, information related to patients who have
received stem cell therapeutic products. Thisinformationis defined as theinformation necessary to
conductan ongoing evaluation ofthe scientificand clinical status oftransplantation involving recipients
of a stem cell therapeutic productfromadonor.

Data on all allogeneic (related and unrelated) hematopoietic cell transplant. These datainclude
demographic, disease, treatment, and outcomes. Examples of demographic datainclude--date of birth,
gender, race, and ethnicity. Examples of disease data include primary diagnosis and disease

status. Examples oftreatment data include preparatoryregimen administered, transplantdataand date
of treatment. Outcomes data include butare notlimited to--relapse, secondary malignancies and
survival.

The systemdoes notcollectinformation about HHS system users or contractors. Access to the systemis
tightly controlled and limited to internal CIBMTR Medical College of Wisconsin (MCW) users using an
MCW identity management system.

Yes

Non-HHS User Credentials

Email address

Password

Username



PTA - 10: Describe why all The CIBMTR-MCW (Center for International Blood & Marrow Transplant Research - Medical College of
types of Wisconsin) collects, maintains and shares information and dataon allogeneic and autologous stem cell
information is transplants and cellular therapies. As the Governmentcontractor,the CIBMTR-MCW (Center for
collected (into), International Blood & Marrow Transplant Research - Medical College of Wisconsin)will also provide
maintained, aggregated public informationto increase availability, safety, and effectiveness of stem cell
and/or shared therapies. Using a subset of these data, the CIBMTR-MCW will reportto the Governmentregarding
with another activity ofthe C.W. Bill Young Cell Transplantation Program and transplant outcomes. The submissionis
system. This voluntary, and contains data elements that include DOB, date of death, and treatment prescribed, but
description are notlinkable to any particular individuals (the information gathered is de-identified, assigned a
should specify  randomly generated number and used for statistical purposes).
what information
is collected about The CIBMTR-MCW also collects contactinformation from requestors viaits public website for distribution
_eac_h _category of ofinformationordata. Thecontactinformation (name, phone and email address) collected, on the
individual public website, from thosewho requestdata is notstored in or used by the CIBMTR data system. The

contactinformation collected is solely used for the purpose ofthe transaction of responding to requests
forinformation.

PTA - Are recordsinthe yeq

10A: system retrieved
by oneormore
PIl data
elements?

PTA - Please specify  See details within: 09—15-0068; C.W. Bill Young Cell Transplantation Program

10B: which Pl data
elements are
used.

PTA - 11: Doesthe system yqq
collect, maintain,
use or share PII?

PIA

PIA-1: Indicatethetype Name
of Pll that the
system will collect
or maintain

E-Mail Address

Phone numbers

Medical records (PHI)

Date of Birth

Employment Status

User Credentials

Others - Dates of Service for Treatment; Date of Death; Gender, Race, Ethnicity

PIA - 2: Indicate_ the Business Partners/Contacts (Federal, state, local agencies)
categories of
individuals about
whomPlIl is
collected,
maintained or
shared

Patients

PIA-3;: Indicatethe Above 2000
approximate
number of

individuals whose
Pl is maintained



in the system

PIA-4: Forwhatprimary The primary purposefor whichthelimited Pllis used is to compute outcomes variables for research,
purposeisthePll including--patientage attime intervals, time intervals since transplant, time since last clinical follow-up,
used? and for analysis of other specific outcomes.

The contactinformation collected is solelyused for the purpose of the transaction ofresponding to
requests for information.

PIA-7: ldentifylegal 5 USC 301, Departmental Regulations
authorities,
governing
information use  public Law 109-129 establishes the C.W. Bill Young Cell Transplantation Program, authorizing the
and disclosure  Department to establish by contractasystem for identifying, matching, and facilitating bone marrow and
specific to the cord blood transplants, including recruitment, patient advocacy and maintenance of a stem cell

system and therapeutic outcomes database.
program

PIA-8: Providethe 09-15-0068; C.W. Bill Young Cell Transplantation Program
number, title, and
URL ofthe
Privacy Act
System of
Records Notice
(SORN) thatis
being used to
cover the system
orindicate
whethera newor
revised SORN is
in development.
PIA-9;: ldentifythe Non-Government Sources
sources of Pl in
the system

Members of the Public

Private Sector

PIA-9a: ldentifythe OMB OMB No:0915-0310
information
collection
approval number
orexplain why it
isnotapplicable.
PIA-9B: ldentifytheOMB  19/31/2022
information
collection
expiration date.
PIA-10: IS the PIl shared Yes
with other
organizations
outsidethe
system’s
Operating
Division?
PIA - 10A: ldentify with Private Sector
whomthe Pll is
shared or Within HHS
disclosed and for
what purpose

PIA-10A Explain why (and Private Sector: Transplant Centers who provided the datato CIBMTR and



(Justificat
ion):

PIA - 10B:

PIA - 10C:

PIA-11:

PIA-12:

PIA-13:

PIA -14:

the purpose) PlI
is shared with
each entity or
individual.

List any
agreements in
placethat
authorizes the
information
sharing or
disclosure (e.g.,
Computer
Matching
Agreement,
Memorandum of
Understanding
(MOU), or
Information
Sharing
Agreement
(ISA)).

Describe process
and procedures
for
logging/tracking/a
ccountingforthe
sharing and/or
disclosing of PlI

Describe the
processin place
to notify
individuals that
their personal
information will
be collected. If no
prior noticeis
given, explain the
reason

Is the submission
of PIl by
individuals
voluntary or
mandatory?

Describe the
method for
individuals to
opt-outofthe
collectionoruse
of their PII. If
there isno option
to objectto the
information
collection,
provideareason

Describe the
process to notify
and obtain
consentfromthe
individuals whose
Pll isinthe
system when

very rarely, private sector research partners on aspecific research protocolwith whom an Agreement
has been executed.

Within HHS: HRSA

CIBMTR/MCW uses differentagreements to govern information sharing and disclosure:

Master Healthcare Data and Sample Submission Agreement (MHA) - an agreement between the
CIBMTR and centers that formalizes lawful terms and transfer of data for mandated reportingunder the
C.W. Bill Young Cell Transplantation Program, as well as data and samples with informed consent
submitted under CIBMTR protocols.

Letter of Commitment for the Use of CIBMTR Datasets --often simply referred to as the Data Use
Agreement (DUA) -- delineates for a principal investigator, the purposes for permissible use of CIBMTR
data and the obligates the data recipient (and their institution) to protect privacy, preventunauthorized
data sharing or attempts to re-identify centers or patients(unless previously authorized to do so), data
retention periods or destruction of datasets at the completion ofthe proposed work (where relevant).

Research Services Agreement (RSA)- outlines CIBMTR services and data set ownership and
incorporates data use language when contracting with commercial, private sector organizations.

In accord with the CIBMTR Data Use and Processing Policy, CIBMTR will only use personal data/Pll to
fulfill its obligations under agreements with third parties. In any case where personal datais shared,
such as to facilitate computerized matching of CIBMTR data with other data sources under a specific
research protocol, CIBMTR maintains complete and accurate records of any disclosure of Personal
Data. Thisdisclosure mustincludeidentification of dataelements, documented approval fromasenior
CIBMTR leadership as well as review and documented approval by the CIBMTR centralized

IRB. Approval documentationis maintained in accordance with CIBMTR General Records Schedule.

Institutions submitting datato the CIBMTR are expected to comply with their country's laws and
regulations governing human subjects and privacy protection, and to obtain explicitindividual consent for
data submission to CIBMTR. In the U.S., the CIBMTR operates as a Public Health Authority (PHA)
under the Stem Cell Therapeutic Outcomes Database (SCTOD) contractsetforth by the Stem Cell Act of
2005, which mandates collection of data from centers on the allogeneic (related or unrelated) transplants
they performto further public health matters defined in the SCTOD. Beyond this mandate, data thatis
used for research or any other purpose, mustbe accompanied by center attestation thatindividual
consentwas obtained.

Voluntary

Patients may notoptoutof collectionof Pl for the purposes ofthe public health requirements ofthe
SCTOD. Patients who have given consentfor research uses oftheir Pll may subsequently optout of
those uses by contacting their treatment center and requesting achange in their consent

status. CIBMTR will also notify treatment centers ofany communication fromapatient, if the patient
provides thisinformation. Centers are instructed to update their reporting to CIBMTR and the patient's
record will notbe used for any other non-SCTOD matters fromthat date forward.

Major changes to the system are communicated to the public in the following ways:
Updates to the CIBMTR System of Records Notice (SORN) publication in the Federal Registerin accord
with the US Privacy Act.

Updates to the CIBMTR Privacy Impact Assessment (PIA) thatis filed with HRSA and HHS.



PIA -15:

PIA -16:

major changes  Publication of updates to the CIBMTR Data Use and Processing Policy (DUPP) on the CIBMTR public
occurto the website and notificationis provided to treatment centers that provide datato CIBMTR in accord with our
system (e.g., standard procedure.

disclosureand/or

data uses have

changed since

the notice atthe

time of original

collection).

Alternatively,

describe why

they cannotbe

notified or have

their consent

obtained

Describe the CIBMTR's personal data protection statement--published on its public website--summarizes therights of
processin place thoseindividualsforwhomdatahas been collected and provides instructions on howto contact CIBMTR
to resolvean to exercise any ofthese rights.

individual's

concernswhen  Thjsink can be found at the following URL:

they believe their https://iwww.cibmtr.ora/About/dataprotection/_layouts/15/WopiFrame.aspx?sourcedoc=/About/dataprotec
PIl has been tion/Documents/QAC_00005 PersDataProtxnStmt v6 15JUN2018.pdf&action=default.

inappropriately

obtained, used,

ordisclosed, or

that the Pl is

inaccurate. If no

process exists,

explain why not

Describe the PIl and other data collected by CIBMTR undergoes ongoing review to ensure its integrity, availability,
processin place accuracy and relevancy. Data capture forms with questions thatrequire PIl data responses undergo

for periodic regular updating and revision by CIBMTR data operations staffand scientific directors and receive input
reviews of PII from the wider transplant community to collectively maintain ongoingrelevance. Pll collected by

contained inthe CIBMTR undergoes ongoing validation and verification for integrity, accuracy, consistency, and
system to ensure completeness both atthe pointofcapture and throughoutthe datalifecycle. Monthly processes arein

the data's placeto assess data quality and as discovered, correctinaccurate Pll data at the source. Additionally,
integrity, CIBMTR conducts random audits of key data fields thatinclude PIl for sp ecific centers. PIl and other
availability, data that is extracted fromthe system for use undergoes additional validation for integrity and availability
accuracy and prior to analysis, sharing these data back with treatment centers or prior to fulfilling reporting obligations

relevancy. Please with third parties, including HRSA.
address each

elementin your

response.Ifno

processes arein

place, explain

why not


https://www.cibmtr.org/About/dataprotection/_layouts/15/WopiFrame.aspx?sourcedoc=/About/dataprotection/Documents/QAC_O0005_PersDataProtxnStmt_v6_15JUN2018.pdf&action=default.

PIA-17:

PIA - 17A:
PIA - 17B:

PIA - 18:

PIA-19:

PIA - 20:

Identify who will
have accessto
the PIl in the
system and the
reason why they
require access

Users

Administrators

Developers

Contractors

Providethereason of access for each ofthe groups identified in PIA -17

Users - Defined listof qualified CIBMTR clinical research coordinators, statisticians, and scientificdirectors.

Administrators - Database Administrators and data quality personnel within CIBMTR for the purpose of maintaining systems
and validating quality and integrity ofthe data.

Developers - Defined listof qualified CIBMTR Information Technology developersfor the purpose of maintaining and
enhancing systems that maintain the data.

Contractors - Only contractors engaged directly by CIBMTR MCW or NMDP BeTheMatch, and who have executed a
Business Associate Addendum, and havereceived training for the purpose of maintaining and supporting CIBMTR
personnel in maintaining and enhancing systems that maintain the data.

Select the type of
contractor

Describe the
administrative
proceduresin
placeto
determine which
system users
(administrators,
developers,
contractors, etc.)
may access PlI

Describe the
technical
methodsin place
to allowthose
with access to PII
to only access
the minimum
amount of
information
necessary to
performtheirjob

Identify training
and awareness
providedto
personnel
(system owners,
managers,
operators,
contractors
and/or program
managers) using
the system to
make them aware
of their
responsibilities
for protecting the
information being
collected and
maintained

Third-Party Contractor (Contractors other than HHS Direct Contractors)

CIBMTR Data Use and Processing Policy: Access to Personal Data/Pll is limited to only those personnel
who have a legitimate business purpose to access the Personal Data/Pll and that all personnel who
have access to and/or use Personal Data/PIl are obliged to keep these Data confidential. Administrative
procedures used to determine legitimate business purpose require the supervisor to definetheroleand
responsibilities of personnel for assignment to specific security groupsthat permit access to systems and
data required ofthese jobfunction.

CIBMTR staff follow astandard procedure for creation ofanonymized, pseudonymized or de-identified
datasets that specifies the removal of all patients, donor, and center identifiers, which could lead to the
identification ofapatientor transplant center fromdatafiles. There are numerous system controls that
limitaccess to the type, amount or categories of Pll, including--roles-based security groups; account
management procedures thatrequire supervisor or business unit manager authorizationto access
systems and see data; systemaccess enforcement; and procedures for analyzing and sharing data (as
noted above).

Staff receive general information and data privacy training atthe pointofhire and annually thereafter.
Staff also receive periodic specialized training thatincludes data privacy topicsand may receive
additional functional training related to their position.



PIA - 21:

PIA - 23:

PIA - 24:

Describe training All users receive Human Subjects Research training throughthe Collaborative Institutional Training
system users Initiative (CITI) upon hireand at least every 3 years thereafter.

receive (above

and beyond

general security

and privacy

awareness

training).

Describe the Accordingto the SCTOD Performance Work Statement established with the HRSA, CIBMTR will retain
process and records permanently throughout the duration ofthe SCTOD contractora HRSA Records Schedule has
guidelinesin been approved by National Archives & Records Administration (NARA) to obtain the appropriate
placewith regard retention value ofthese records.

to theretention

and destruction of

PII. Cite specific

NARA records

retention

schedule(s) and

includethe

retention

period(s)

Describe howthe Administrative

PIl will be Access to Pll is limited to only those staff members who have a legitimate business p urposeto access
secured in the the Pll. CIBMTR has identified alimited set ofusers who have access to the RDB environmentand
system using even smaller number of users with privileged accounts.

administrative,  All personnel who have access to and/or use PlIl receive training and are obliged to keep the PII
technical, and confidential.

physical controls. CIBMTR regularly tests key processes and performannual risk assessments againstreasonably
Please address foreseeable information security risks.

each elementin Physical

yourresponse

Physical access to the CIBMTR office space requires users presentan authorized physical security
badge

Physical access to the Data Center that hosts the System is permitted only to specific, authorized
personnel using aphysical security badge and biometric controls. All other personnel, maintenance
contractors or visitors must be logged and escorted by authorized personnel.

The RDB environment (The system) is segmented by a dual redundant firewall within a subnetwork of
the MCW parent enterprise network domain and identity managementand access is maintained locally
within this subnetwork.

Technical

If on-premise and wireless, users must authenticate to the parentorganization networkwith a
certificate-based authentication before being given avalid DHCP IP address thatis non-routable across
the MCW/CIBMTR network. A user must then successfully authenticate to their company issued
workstation using single factor username/password

If off-premise, user must successfully authenticate using multifactor authentication and then authenticate
to their company issued workstation using single factor username/password. If on premise, users
authenticateto an X-WIN session usingsingle factor username/password

Authorization credentialsand role based permissions to the database application within the protected
MCW/CIBMTR subnetwork are maintained separate from enterprise Active Directory

System Incidentand Event Monitoring is conducted on an ongoing basis.



PIA - 25:

PIA - 26:

PIA - 27:

PIA - 28:

PIA - 29:

Describe the Questions 25-29 to be reviewed/updated during nextreview.
purposeofthe

web site, who has
accessto it, and

how users access

the web site (via
public URL, log

in, etc.). Please
address each
element in your
response

Does the website ygg
have a posted
privacy notice?

Does the website g
use web
measurement

and

customization
technology?

Does the website g
have any

information or

pages directed at
children under

the age of

thirteen?

Does the website g
contain links to
non-federal
government
websites external

to HHS?



