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Multiple Vulnerabilities in Cisco UCS Director and Cisco UCS Director Express for
Big Data

Executive Summary

Cisco identified multiple critical vulnerabilities in the REST API of Cisco Unified Computing System (UCS) Director and
Cisco Unified Computing System (UCS) Director Express for Big Data. These vulnerabilities may allow a remote
attacker to bypass authentication or conduct directory traversal attacks on an affected device. The Cisco UCS
Architecture is integral to the Epic Electronic Health Record solution for many HPH entities.i ii. & i Patches and
updates are available from Cisco, and HC3 recommends applying them to resolve these vulnerabilities.

Analysis

Cisco UCS Director and UCS Director Express for Big Data Authentication Bypass Vulnerability

A vulnerability in the REST API of Cisco UCS Director and UCS Director Express for Big Data (CVE-2020-3243, CVE-
2020-3250, both CVSS 9.8 - Critical) could allow an unauthenticated, remote attacker to bypass authentication and
execute arbitrary actions with administrative privileges on an affected device.v & v

The vulnerability is due to insufficient access control validation. An attacker could exploit this vulnerability by
sending a crafted request to the REST API. A successful exploit would allow the attacker to interact with the REST API
with administrative privileges, potentially causing Denial of Service (DoS) condition on the affected device.

Cisco UCS Director and UCS Director Express for Big Data Remote Code Execution Vulnerability

A vulnerability in the REST API of Cisco UCS Director and UCS Director Express for Big Data (CVE-2020-3243, CVSS
9.8 - Critical), could allow an authenticated, remote attacker to execute arbitrary code with root privileges on the
underlying operating system. Root privileges provide system-level (i.e. ‘super-user’) access to all resources on a
system.

The vulnerability is due to improper input validation. An attacker could exploit this vulnerability by crafting a
malicious file and sending it to the REST API. A successful exploit would allow the attacker to open a remote shell
and execute code with root privileges.

Cisco UCS Director and UCS Director Express for Big Data Directory Traversal Vulnerability

A vulnerability in the REST API of Cisco UCS Director and UCS Director Express for Big Data (CVE-2020-3239, CVE-
2020-3247, CVE-2020-3248, CVE-2020-3249, and CVE-2020-3251, each CVSS 9.8 - Critical) could allow an
authenticated, remote attacker to conduct directory traversal attacks on an affected device. Vi vii viii, & ix

The vulnerability is due to insufficient validation of user-supplied input to the REST API of the affected software. An
attacker could exploit this vulnerability by sending a crafted request to the REST API. A successful exploit would
allow the attacker to execute code on the system, allow the attacker to perform a Denial of Service (DoS) attack on
the affected device, allow the attacker to execute code with root privileges, or allow the attacker to write or execute
arbitrary files on the system with full administrative privileges.

Cisco UCS Director Directory Traversal Vulnerability
A vulnerability in the REST API endpoint of Cisco UCS Director (CVE-2020-3252, CVSS 9.8 - Critical) could allow an
authenticated, remote attacker to conduct directory traversal attacks on an affected device.x

The vulnerability is due to insufficient validation of user-supplied input to the REST API of the affected software. An
attacker could exploit this vulnerability by sending a crafted request to the REST API. A successful exploit would
allow the attacker to read arbitrary files on the system.
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Patches & Mitigations

Patches and Updated Releases

Cisco has released free software updates and updates that address each of the vulnerabilities, UCS Director
Release 6.7.4.0 and UCS Director Express for Big Data Release 3.7.4.0.x HPH entities are encouraged to patch and
update all systems affected by these vulnerabilities.
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