MANUAL: Personne
Chapter Series CC--Comm ssioned Corps Personnel Manua
Part 2--Conmm ssioned Corps Personnel Adm nistration

DEPARTMENT OF HEALTH AND HUMAN SERVI CES
Public Health Service

Chapter CC26--Conditions of Service

Subchapt er CC26.1--Oficer Responsibilities and Conduct

Per sonnel | NSTRUCTION 7--Ri ghts and Responsibilities of PHS Comi ssi oned
O ficers Under the Privacy Act of 1974

CONTENTS
Section Subj ect Page
A Purpose and Scope............ .. 1
B. Aut hority. . 1
C. General Provisions............. ..., 2
D. Oficers' Rights........ ... .. .. . . . . . . . . .. 2
E. Oficers' Responsibilities.......................... 6
F. Penal ties. .. ... ... 6
Exhi bit | 45 CFR 5b, Appendi x A, Enpl oyee Standards
of ConducCt. .. ... ... . 8

Section A. Pur pose and Scope

This | NSTRUCTI ON describes the rights, duties, and responsibilities of PHS
commi ssioned officers under the Privacy Act of [974. It also sets forth
penalties that may be inposed for failure to abide by the provisions of the
Privacy Act.

Section B. Authority

Publ i c Law 93-579, the "Privacy Act of 1974" (5 U. S.C. 552a et seq.) establishes
the basic statutory requirenment relating to the collection and use by a Federa
agency of information about individuals, which the agency retrieves by the
i ndi vi dual's nanme or other personal identifier, such as a Social Security Number.
Department of Health and Human Services (HHS) regulations inplenenting the
Privacy Act are set forth in 45 CFR 5b. The Department's Enpl oyee Standards of
Conduct for the Privacy Act are | ocated i n 45 CFR 5b, Appendi x A (see Exhibit 1).
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Section C. CGeneral Provisions

The Privacy Act was nmeant to ensure that information collected by a Federa
agency about an individual is not indiscrimnately released, but is used only for
the legitimte purpose(s) for which it is collected. Li sted bel ow are nmmj or
provi sions of the Privacy Act:

1. Limts type(s) of information agencies may collect;

2. Sets standards about how the information will be maintained, used, and
di scl osed;

3. G ves individuals the right to know what type(s) of information the Federa

Gover nment mmi ntai ns about them

4, Provides individuals with the right of access to such a file of in-
formation; and

5. G ves individuals the opportunity to correct inaccuracies therein

Section D. Oficers' Rights

1. Privacy Act Notice When Asked For Information. Wen required to provide
personal information to a Federal agency, PHS commi ssioned officers are
entitled to know the foll ow ng:

a. Legal authority for requesting the information;

b. Reason the information is being collected;

c. Whether the response is mandatory or voluntary;

d. Uses that will be made of the information; and

e. Consequences, if any, of not providing the information.

Federal agencies are required to provide a Privacy Act Notification
St at enent addressing these questions. Normally, the Notification Statenent
wi |l be included on the forms used to request personal information fromPHS
conmi ssi oned of ficers.

2. Rel ease of Personal Information. For the nost part, personal information
about PHS comni ssioned officers cannot be rel eased to persons outside HHS
Wit hout prior witten consent of the officer concerned. However, under the
Freedom of Information Act (5 U S.C. 552), sone information about
conmmi ssioned officers is considered in the public domain and can be
rel eased without the officer's consent. Such information includes the
officer's nanme, title, grade, salary, duty station, and billet description
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In addition, the Privacy Act provides that under certain other linted
ci rcunst ances i nformati on about an officer nay be di scl osed to an agency or
person outside of HHS without the officer's prior witten consent. For

exanple, an officer's records may be rel eased pursuant to an order of a
court of conpetent jurisdiction; to the Conptroller General, or any of
hi s/ her aut horized representatives, in the course of the performance of the
duties of the General Accounting Office; or to the Bureau of the Census for
purposes of planning or carrying out a census or survey-related activity
pursuant to the provisions of Title 13 of the U S. Code. An accounting,
however, must be kept of all permissible disclosures of the record nade
wi t hout consent, and the officer has a right to see this accounting upon
request.

Even within HHS, there are some restrictions on the disclosure of an
officer's personal records. Basically, the records thenselves, or
information from records, may be disclosed to only those Departnent
enpl oyees and officers who have a "need to know' the information in the
performance of their official duties. For exanple, relevant portions of an
officer's official personnel file may be made available to Departnent
of ficials responsible for administration of the comm ssi oned corps payrol |
system in order to verify eligibility for certain types of pay and
al | owances.

3. Right to See and Request Correction of Records. In general, comm ssioned
officers have a right to see records maintained on them by Federal
agenci es, including personnel records (see Section D.4 below regarding
medi cal records and other exceptions). If an officer believes that
information in his/her record is not accurate, tinely, conplete, or
rel evant and necessary to acconplish a departnmental function, the officer
may request that the infornmation be corrected or del eted, provided that the
correction sought is a matter of fact as opposed to one of judgnent. (See
section 22l1a(12), (13), and (14) of the PHS Act (42 U S.C. 213a(a)(12),
(13), and (14)), which provides conmi ssioned officers with the entitlenents
wWith respect to the correction of records authority contained in 10 U S. C
1552, 1553, and 1554.) For exanple, an officer will not be pernitted under
the Privacy Act to challenge a rating officer's evaluation of his/her
performance on the of ficer's Comr ssioned O ficers' Efficiency and Progress
Report (CCEPR). 1In such circunstances, the officer nust pursue established
gri evance procedures. |f an officer wishes to correct his/her record with
respect to a matter of fact under the Privacy Act, the officer is
responsi ble for providing appropriate evidence to substantiate his/her
claim

O ficers who wish to obtain or to request correction of official personnel
records nmmintained by the Commi ssioned Personnel Operations Division
(CPOD), O fice of Personnel Managenent (OPM), Ofice of Management (OM,
PHS, except nedical records, should submit their requests in witing to:
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Privacy Act Coordi nator

Commi ssi oned Personnel Operations Division
O fice of Personnel Managenent

O fice of Managenent, PHS

Room 4- 35, Parkl awn Buil di ng

5600 Fi shers Lane

Rockville, Maryland 20857

O ficers who wish to obtain information in their official nedical records
mai nt ai ned by CPOD should send their requests in witing to:

Chi ef

Medi cal Branch

Commi ssi oned Personnel Operations Division
O fice of Personnel Managenent

O fice of Managenent, PHS

Room 4- 35, Parkl awn Buil di ng

5600 Fi shers Lane

Rockville, Maryl and 20857

To facilitate answering a request, officers should specify to a reasonabl e
degree the nature of the record being sought or questioned and, to ensure
proper identification, include either his/her Social Security Nunmber or PHS
serial nunber. If possible, officers should identify the appropriate
system of records fromthe following |ist:

a. PHS Conmi ssioned O ficer Personnel Data System (09-37-0002);
b. PHS Conmi ssi oned Corps Medical Records (09-37-0003);

c. PHS Conmi ssioned Corps Training Files (09-37-0004);

d. PHS Conmi ssi oned Corps Board Proceedi ngs (09-37-0005);

e. PHS Conmi ssioned Corps Gievance, Non-Board and Pre-Board |nvoluntary
Retirement/ Separation, and Disciplinary Files (09-37-0006);

f. PHS Conmmi ssioned Corps General Personnel Records (09-37-0007); and

g. PHS Commi ssioned Corps Unofficial Personnel Files and Other Station
Files (09-37-0008).

4, Exceptions to Release of Official Personnel Information. Under exceptions
contained in the Privacy Act and i npl enmenting regul ations, certain types of
information which nay be in an officer's official personnel records
mai ntai ned by CPOD are not required to be released to the officer.
Exceptions include the follow ng:
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a. Medical information when it is deternmined by a responsible Departnent
official that the rel ease of such sensitive information directly to the

of ficer could have an adverse effect on the himher. 1In such cases, the
record will be sent to a representative naned by the officer, such as a
physi cian, who would be willing to review the record and inform the

officer of its contents.

b. Testing and exam nation nmaterial used solely to determ ne individua
qualifications for appointnment or pronmotion, including answer Kkeys
rati ngs used to validate exam nations, rating sheets, rating schedul es,
transnutation tables, test booklets, and test item files, when the
rel ease of such information could conpron se continuing useful ness of
t he exam nati on.

c. Investigatory material, including an officer's references, conpiled
solely for the purpose of determning suitability, eligibility, or
qualifications for Federal enploynent, or access to «classified

informati on, but only to the extent that the disclosure of such materi al
woul d reveal the identity of a source who furnished information to the
Federal Governnent under an express pronise that the identity of the
source would be held in confidence or, prior to Septenber 27, 1975
under an inplied promise that the identity of the source would be held
i n confidence.

5. Appeal of Decision to Deny Access to or Correction of Records. If an
officer's request to obtain or correct information in his/her official
personnel record nmintained by CPOD is denied, the officer nmay appeal the
deci si on to:

Di rector

O fice of Managenent, PHS
Room 17- 25, Parkl awn Buil di ng
5600 Fi shers Lane

Rockville, Maryland 20857

If, upon appeal to the Director, OM a request to obtain or correct an
of ficer's personnel record is denied, the officer shall be inforned that:

a. He/she may file a statenent of disagreenent to be enclosed with the
docunent in question;

b. The organization maintaining the record (CPOD) nust transnit that
st at ement whenever the record itself is disclosed;

c. CPOD will transmt that statenent to all organizations and individuals
who, according to the accounting of disclosures that CPOD nai ntains (see
Section D.2 above), have previously received the disputed record; and
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d. Such statement will be available in the future to all individuals who
have a right to review the docunent in question.

In addition, an officer may seek judicial review of the denial in order to
correct a record.

Section E. O ficers' Responsibilities

1. Need to Safequard Records. Each officer who handl es any records protected
by the Privacy Act, such as patient nmedical records, is responsible for
saf eguardi ng the records to prevent their unauthorized use. Each officer
shoul d be thoroughly famliar with the policies and procedures established
by hi s/ her agency to protect such records. Particular care nust be taken
to provide for the physical security of records during periods of the
officer's absence fromthe duty station. |In addition, each officer should
know t he proper schedul e and procedures for disposing of obsolete records.

2. Restriction on Disclosure of Records. Before disclosing a record w thout
the individual's prior witten request, each officer should ensure that the
disclosure is pernmitted. Wthin HHS, the record can be shown to only those
enpl oyees who have a "need to know' the information in the performance of
their official duties. Disclosure of records can be made to a person or
agency outside of HHS only when pernmitted by the Privacy Act itself, or
when such disclosure has been published in the Federal Register as a
"routine use" for the specific system of records. Each officer should
review wi th his/her supervisor those circunstances in which disclosure is
permtted. A disclosure nust not be made if it does not fall within these
ci rcumst ances.

If it is pernmissible to disclose an individual's record to an agency or
person outside of HHS, each officer must keep an accounting of all such
di scl osures actually nmade, unless a disclosure is required by the Freedom
of Information Act. The accounting file nust show the nane and address of
the person to whomthe record was di scl osed, the purpose of the disclosure,
the date of disclosure, and the record disclosed. The accounting file is
used to show i ndi vi dual s what di scl osures have been nmade of their records.
When a record is corrected, the accounting file is also used to send a copy
of the corrected record to those to whom the record was previously

di scl osed.
Section F. Penalties
1. Any person who knowingly or wllfully requests or obtains any record
concerning an individual under false pretenses shall be guilty of a

nm sdeneanor and fined not nore than $5, 000.
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2. Any of ficer or enpl oyee who willfully maintains a systemof records wi thout
neeting the notice requirenments of the Privacy Act shall be guilty of a
m sdenmeanor and fined not nore than $5, 000.

3. Any officer or enployee who in the performance of official duties has
access to agency records, and who, knowi ng that the disclosure of specific
material is prohibited, willfully discloses the material in any manner to
any person or agency not entitled to receive it, shall be guilty of a
m sdenmeanor and fined not nore than $5, 000.
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Exhi bit |
45 CFR 5b, Appendix A
APPENDI X A TO PART 5B- EMPLOYEE STANDARDS OF CONDUCT

(a) Ceneral. Al enployees are required to be aware of their responsibilities
under the Privacy Act of 1974, 5 U. S.C. 552a. Regul ations inplenenting the Act
are set forth in 45 CFR 5b. I nstruction on the requirenments of the Act and
regul ati on shall be provided to all new enpl oyees of the Departnent. |In addition
supervi sors shall be responsible for assuring that enpl oyees who are working with
systens of records or who undertake new duties which require the use of systens
of records are informed of their responsibilities. Supervisors shall also be
responsi bl e for assuring that all enpl oyees who work with such systens of records
are periodically rem nded of the requirenents of the Act and are advi sed of any
new provi sions or interpretations of the Act.

(b) Penalties. (1) Al enployees nust guard agai nst inproper disclosure of
records which are governed by the Act. Because of the serious consequences of
i mproper invasions of personal privacy, enpl oyees nmay be subject to disciplinary
action and crim nal prosecution for knowing and willful violations of the Act and
regul ation. In addition, enpl oyees nmay al so be subj ect to disciplinary action for
unknowing or unwillful violations, where the enployee had notice of the
provi sions of the Act and regul ations and failed to informhinself sufficiently
or to conduct hinmself in accordance with the requirenents to avoid violations.

(2) The Departnment mry be subjected to civil liability for the follow ng
actions undertaken by its enpl oyees:

(a) Making a determination under the Act and 88 5b. 7 and 5b. 8 of the regul ation
not to amend an individual's record in accordance with his request, or failing
to make such review in conformty with those provisions;

(b) Refusing to conply with an individual's request for notification of or
access to a record pertaining to him

(c) Failing to maintain any record pertaining to any individual with such
accuracy, relevance, tinmeliness, and conpleteness as is necessary to assure
fairness in any deternmination relating to the qualifications, character, rights,
or opportunities of, or benefits to the individual that may be nade on the basis
of such a record, and consequently a determination is made which is adverse to
t he individual; or

(d) Failing to conply with any other provision of the Act or any rule

pronul gated thereunder, in such a way as to have an adverse effect on an
i ndi vi dual
(3) An enployee may be personally subject to crimnal liability as set forth

below and in 5 U S.C. 552a (i):

(a) Any officer or enployee of an agency, who by virtue of his enploynment or
of ficial position, has possession of, or access to, agency records which contain
individually identifiable information the disclosure of which is prohibited by
the Act or by rules or regul ati ons established thereunder, and who, know ng t hat
di scl osure of the specific material is so prohibited, willfully discloses the
mat erial in any manner to any person or agency not entitled to receive it, shal
be guilty of a m sdemeanor and fined not nore than $5, 000.
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(b) Any officer or enployee of any agency who willfully maintains a system of
records without neeting the notice requirenents [of the Act] shall be guilty of
a m sdeneanor and fined not nmore than $5, 000.

(c) Rules CGoverning Enpl oyees Not Working Wth Systens of Records. Enpl oyees
whose duties do not involve working with systens of records will not generally
di sclose to any one, without specific authorization from their supervisors,
records pertaining to enployees or other individuals which by reason of their
official duties are available to them Notw thstanding the above, the follow ng
records concerni ng Federal enployees are a matter of public record and no further
authorization is necessary for disclosure:

(1) Nanme and title of individual

(2) Grade classification or equival ent and annual rate of salary.

(3) Position description.

(4) Location of duty station, including roomnunber and tel ephone nunber

In addition, enployees shall disclose records which are listed in the
Department's Freedomof Infornmation Regul ati on as being avail able to the public.
Requests for other records will be referred to the responsible Departnent

official. This does not preclude enployees from discussing nmatters which are
known to them personally, and wthout resort to a record, to official
i nvestigators of Federal agencies for official purposes such as suitability
checks, Equal Enpl oynent Opportunity i nvestigations, adverse action proceedi ngs,
gri evance proceedi ngs, etc.

(d) Rul es governi ng enpl oyees whose duties require use or reference to systens
of records. Enpl oyees whose official duties require that they refer to, maintain,
service, or otherw se deal with systens of records (hereinafter referred to as
" Systens Enpl oyees'') are governed by t he general provisions. Inaddition, extra
precautions are required and systens enpl oyees are held to hi gher standards of
conduct .

(1) Systens Enpl oyees shall

(a) Be informed with respect to their responsibilities under the Act;

(b) Be alert to possible nisuses of the systemand report to their supervisors
any potential or actual use of the systemwhich they believe is not in conpliance
with the Act and regul ation;

(c) Make a disclosure of records within the Departnment only to an enpl oyee who
has a legitimte need to know the record in the course of his official duties;

(d) Maintain records as accurately as practicable.

(e) Consult with a supervisor prior to taking any action where they are in
doubt whet her such action is in conformance with the Act and regul ation

(2) Systens Enpl oyees shall not:

(a) Disclose in any formrecords froma systemof records except (1) with the
consent or at the request of the subject individual; or (2) where its disclosure
is permitted under § 5b.9 of the regulation

(b) Permit unauthorized individuals to be present in controlled areas. Any
unaut hori zed i ndividuals observed in controlled areas shall be reported to a
supervi sor or to the guard force

(c) Knowingly or willfully take action which m ght subject the Departnent to
civil liability.
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(d) Make any arrangenents for the design devel opnment, or operation of any
systemof records w thout maki ng reasonabl e effort to provide that the systemcan
be maintained in accordance with the Act and regul ation.

(e) Contracting officers. In addition to any applicable provisions set forth
above, those enpl oyees whose official duties involve entering into contracts on
behal f of the Departnment shall also be governed by the follow ng provisions:

(1) Contracts for design, or devel opnent of systens and equi prent. No contract
for the design or devel opnent of a systemof records, or for equi pnent to store,
service or maintain a system of records shall be entered into unless the
contracting officer has made reasonable effort to ensure that the product to be
purchased i s capable of being used wi thout violation of the Act or regul ation.
Speci al attention shall be given to provision of physical safeguards.

(2) Contracts for the operation of systens of records. A review by the
Contracting Officer, in conjunction with other officials whom he feels
appropriate, of all proposed contracts providing for the operation of systenms of
records shall be nade prior to execution of the contracts to determ ne whet her
operation of the system of records is for the purpose of acconplishing a
Department function. If a deternmination is nade that the operation of the system
is to acconplish a Departnent function, the contracting officer shall be
responsible for including in the contract appropriate provisions to apply the
provisions of the Act and regulation to the system including prohibitions
agai nst inproper release by the contractor, his enployees, agents, or
subcontractors.

(3) Oher service contracts. Contracting officers enteringinto general service
contracts shall be responsible for determ ning the appropriateness of including
provisions in the contract to prevent potential m suse (inadvertent or otherw se)
by enpl oyees, agents, or subcontractors of the contractor.

(f) Rules Governing Responsible Department Officials. In addition to the
requi renents for Systens Enpl oyees, responsible Departnment officials shall:

(1) Respond to all requests for notification of or access, disclosure, or
anmendnent of records in a tinmely fashion in accordance with the Act and
regul ati on;

(2) Make any amendnent of records accurately and in a tinely fashion;

(3) Informall persons whomthe accounting records show have received copies
of the record prior to the anendnents of the correction; and

(4) Associate any statenment of disagreenent with the disputed record, and

(a) Transmt a copy of the statement to all persons whomthe accounting records
show have received a copy of the disputed record, and

(b) Transnmit that statement with any future disclosure.
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