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Citrix Endpoint Management (CEM) AKA XenMobile Server Critical Vulnerabilities

Executive Summary

The XenMobile application is used by many businesses, including those in the HPH sector, and enables businesses
to manage employees’ mobile devices and mobile applications by controlling device security settings and updates.
For example, a healthcare organization might use XenMobile to create an in-house app that allows physicians to
view patient information on mobile devices. On August 11, 2020, Citrix released a security bulletin regarding a set of
vulnerabilities in certain on-premises instances of Citrix Endpoint Management (CEM), often referred to as
XenMobile Server. Some of these vulnerabilities are rated as critical severity and could allow unauthenticated
attackers to take over XenMobile Servers following successful exploitation. Citrix recommends updating XenMobile
deployments immediately.

Analysis

The critical vulnerabilities affect XenMobile Server 10.12 before RP3, XenMobile Server 10.11 before RP6,
XenMobile Server 10.10 before RP6, and XenMobile Server before 10.9 RP5 which allow for arbitrary file read. While
Citrix did not provide technical details on the addressed vulnerabilities, the company revealed that it pre-notified
CERTs and customers on July 23. According to the security researchers who identified the vulnerability, when
following a specially crafted URL, attackers could read arbitrary files outside the web server root directory, including
configuration files and encryption keys for sensitive data. No authorization was needed to exploit the vulnerability.
One of the two critical flaws discovered, CVE-2020-8209, is a path traversal flaw that results from insufficient input
validation. According to Citrix, remediations have already been applied to cloud versions but hybrid rights users need
to apply the upgrades to any on-premises instances.

Alert

Critical Vulnerability Exposures (CVEs) associated with this HC3 Alert include:
e CVE-2020-8208 (Critical severity)

CVE-2020-8209 (Critical severity)

CVE-2020-8210 (Medium to low severity)

CVE-2020-8211 (Medium to low severity)

CVE-2020-8212 (Medium to low severity)

P

Systems affected by the critical vulnerability include the following:
e XenMobile Server 10.12 before RP3
e XenMobile Server 10.11 before RP6
e XenMobile Server 10.10 before RP6
e XenMobile Server before 10.9 RP5

Patches, Mitigations & Workarounds:

According to Citrix, the latest rolling patches that need to be applied for versions 10.9, 10.10, 10.11, and 10.12 are
available immediately. Any versions prior to 10.9.x must be upgraded to a supported version with the latest rolling
patch. Citrix recommends upgrading to 10.12 RP3, the latest supported version, immediately. While there are no
known exploits at time of writing, malicious actors will likely move quickly to develop an exploit. The latest rolling
patches for Citrix Endpoint Management (CEM), also known as XenMobile Server, can be found in the Security
Bulletin here: https://support.citrix.com/article/CTX277457
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