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Cybercriminals Continue to Exploit Pandemic

Financially-motivated cybercriminals continue to exploit the
with targets across a variety of industry verticals including:

Finance
Healthcare
Pharmaceutical
Government
Consulting
Manufacturing
Education
Technology

Telecommunications

To maximize damage and financial gain, cybercriminals are
shifting their targets from individuals and small businesses
to major corporations, governments and critical
infrastructure, which play a crucial role in responding to the
outbreak, according to INTERPOL.

<€ HHS CYBERSECURITY PROGRAM

Image source: Panda Security

TLP: WHITE, ID# 202008131030 |




Malicious Contact Tracing Apps

¢ Coronavirus disease (COVID- 1 X

* InJune, Anomali Threat Research identified 12 SE T = 8] S
malicious applications that appear to be targeting T
citizens of multiple countries, many of which
leverage the Anubis and SpyNote Android COVID-19 in Canada June, 23,2020
Trojans. — =

« CryCryptor surfaced just a few days after the Covid-13 T ﬁ
Canadian government officially announced its Let's work together tostay safe
intention to back the development of a nation- ey et
wide, voluntary tracing app called COVID Alert. |

. ! response to the COVID-19 pandemic, and preventing the spread.

* CryCryptor ransomware was observed targeting A Y.V [ M= T aVad Bl JbmVA

Android users in Canada, distributed via two Frolaa matiirmthesse? R e

websites under the guise of an official COVID-19
tracing app provided by Health Canada.

» Scammers have also deployed mobile contact
tracing apps meant to pose as the U.K.’s National
Health Service.

Health Santé
I*I Cgﬁada Cgrrllaeda

» There are also privacy concerns surrounding

these apps.
» Recommend verifying the legitimacy of the >
developers before downloading a mobile app. Canada
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Coronavirus-themed Domains

* In late April to early May, almost 20,000 new coronavirus-related domains were registered, 17% of which
were flagged are malicious or suspicious according to Checkpoint.

* In June, Microsoft sought legal action to seize and sinkhole a large number of COVID-19 themed domains
used in a large-scale cyberattack targeting victims in 62 countries with spoofed emails in an effort to
defraud unsuspecting businesses. In one week alone, the attackers sent malicious emails to millions of

users, Microsoft said.

* Below is an example of a malicious coronavirus-themed domain registered in March purporting to sell
COVID-19 testing kits.

o =2 E=E =)
&= '|m https://covid19-testkits.com ~ad | | Search... 0o~ ‘ A A l_

O Covits-Tusttecom don.. X | @; http://www.covid19-testkits.com/

File Edit View Favorites Tools Help

Analyzed on: 07/31/2020 18:20:47 (UTC)
Environment: Windows 7 32 bit

Threat Score: 63/100

AV Detection: 1% Phishing site

Covid19-TestKits.com Indicators: o o

Network: =[5 E

GWIH‘D
Speed up browsing by disabling add-ons.
Choose add-ons Ask me later o -,

||i{
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Coronavirus-themed Phishing

* Global COVID-19 campaigns include lures FBI: COVID-19-Themed Phishing Spreads
themed on regional health authority Netwalker Bansormware

Impersonations, fake vaccination information, , |

. . Attacks Target Government Agencies and a Variety of Others
purchase or delivery of personal protective R KT s
equipment (PPE), employee targets spoofed from
HR, medical and pharmaceutical supplies, and
even false job promises.

= o= I (R Comn

» Some of the latest lures include updates on the
evolution of the virus and malicious attachments
that infect victims when accessed. Scammers
also act under the guise of the government,
leveraging the temporary ban on importing or
exporting goods, or financial institutions offering -
COVID-19 Financial Relief.

* In late July, the FBI warned that cyber actors
using Netwalker ransomware had taken
advantage of the COVID-19 pandemic to
compromise an increasing number of
unsuspecting victims. The FBI alert notes that the Image source: Bitdefender
operators behind Netwalker are luring victims
with pandemic-themed phishing e-mails that
contain an attachment with a malicious Visual
Basic Scripting, or VBS, script that executes the
payload once opened.
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Coronavirus-themed Phishing (cont.)

* Arecent example of a phishing email advertising personal protective equipment (PPE) was detected by
Bitdfender in July 2020.

[T Eubject: Face Masks 100% Cotton Washable Reusable Protective
From: Michael B, Rose < manhguynh2?S@gmail.com>
To:

Image source: Bitdefender
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Ransomware Targeting HPH Sector

* While many ransomware operators pledged NOT to
target healthcare and public health (HPH) entities during
the COVID-19 pandemic, many have not followed this
promise.

* In July, a healthcare company based in Maryland
disclosed a NetWalker ransomware attack which took
place in June and affected nearly 50,000 patients.

* Two of the most common vulnerabilities exploited by
actors using Netwalker are Pulse Secure VPN (CVE- N [ I W A |_ K [ H
2019-11510) and Telerik Ul (CVE-2019-18935).

* Maze Ransomware operators targeted a Maryland-
based pharmacy in early July 2020 and a UK medical
firm in March 2020.

* A US-based university paid $1.14 million to the Image source: Cyber Security News
NetWalker ransomware operators who successfully
breached its School of Medicine’s IT network, stealing
data and encrypting systems in early June 2020.

» Snake ransomware leaked patient data from a
European healthcare conglomerate in late May 2020.

» Another campaign impersonated pharmaceutical
companies to spread [FJunicorn ransomware in Italy.
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Nation State Cyber Threats and Disinformation

* [lranian-linked hackers are believed to be behind an attack in early May on a US drug manufacturer which
Is in an advanced stage of developing a COVID-19 treatment.

* Russian APT29 and Chinese state-sponsored actors targeting organizations involved in COVID-19
vaccine development.

» These APT threat groups have engaged in disinformation campaigns surrounding the coronavirus
pandemic and have targeted other countries as well with COVID-19 lures.

» 27 percent of participating countries in the Global Cybercrime Survey confirmed the circulation of false
information related to COVID-19 among their communities and 21 per cent expressed a growing concern
in this trend. Within a one-month period, one member country reported 290 postings and in most cases,
these postings contained concealed malware.

» Additional details on disinformation campaigns can be found here.

Iran Yes Yes
China Yes Yes
Russia Yes Yes



https://www.zdnet.com/article/google-discloses-new-takedowns-of-influence-ops-on-its-sites/

Chinese Hackers Targeting COVID-19 Research

DOJ Accuses China of Targeted Hacking on

COVID-19 Research Data (7 July 2020)

In recent attacks, the hackers probed for computer network
vulnerabilities of entities tasked with developing COVID-19
vaccines, testing technology, and treatments.

Primarily exploited publicly known software vulnerabilities in
popular web server software, web application development
suites, and software collaboration programs

Various techniques to compromise victims, including taking
advantage of common vulnerabilities and exposures (CVES) to
target vulnerable web servers.

Known CVEs used by these actors to gain or attempt to gain
access to the victim networks include but are not limited to:
CVE-2017-5638, CVE-2017-3066, CVE-2018-15961, CVE-
2018-8120, CVE-2019-8394, CVE-2019-3396, CVE-2019-
11510, and CVE-2019-11580.

A significant portion of recent intrusions have used CVE-2019-
11510, exploiting a vulnerability in Pulse Secure VPN. More
detailed information on CVE-11510 can be found at:

https://www.us-cert.qgov/ncas/alerts/aa20-107a.
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WANTED
BY THE FBI

CHINA MSS GUANGDONG STATE
SECURITY DEPARTMENT HACKERS

Unauthorized Access; Conspiracy to Access Without Authorization and Damage
Computers; Conspiracy to Commit Theft of Trade Secrets; Conspiracy to Commit Wire
Fraud; Aggravated Identity Theft

Dong Jiazhi

CAUTION

On July 7, 2020 grand jury in the United States District Cou rtfo th E stern Distri CT fW h qto dCtedL
iaoyu and Dong J iazhi for thel I Ileged participation in a long-runi J)a ign of c ation:
i £ oo oty of 1

ighlighted s a uding a
reatment; th tar rgetmgufp olitic Idssd nts, relgbu mnmta,
into

ang Kong, the United States, and Canada; and the

ia
ere allet gadly undertaks ic benefits, while others

Some of Li and D
were allegedly fol istry of State Securi ty(MSS] \ d gth G gd ng ShteSec rity
Department.

If you have any information concerning these individuals, please contact your local FBI office, or the
nearest A ican Emb or G

Field Office: Seattle
www.fbi.gov

Source: fbi.gov

TLP: LEVEL, ID# 202008131030 -



https://www.us-cert.gov/ncas/alerts/aa20-107a

Russian Hackers Targeting COVID-19 Research

» According to the advisory, throughout 2020, APT29 has targeted
various organizations involved in COVID-19 vaccine development
in Canada, the United States and the United Kingdom, highly
likely with the intention of stealing information and intellectual
property relating to the development and testing of COVID-19
vaccines.

* APT29 is using custom malware known as ‘WellMess’ and
‘WellMail’ to target a number of organizations globally. This

includes those organizations involved with COVID-19 vaccine i 5 i
development. = ﬁj} =
« WellMess and WellMail have not previously been publicly SN ST RRAECURITY ARVIaSRg
associated to APT29. APT29 TARGETS COVID-19
» Similar to Chinese APT actors, the group has been successful in VACCINE DEVELOPMENT
using recently published exploits to gain initial footholds including:
« CVE-2019-19781 (Clt”X) Source: Twitter

* CVE-2019-11510 (Pulse Secure)
* CVE-2018-13379 (FortiGate)
* CVE-2019-9670 (Zimbra)

Advisory includes TTPs, I0Cs, and detection & mitigation advice:

https://media.defense.qov/2020/Jul/16/2002457639/-1/-
1/0/NCSC APT29 ADVISORY-QUAD-OFFICIAL-20200709-
1810.PDF
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https://media.defense.gov/2020/Jul/16/2002457639/-1/-1/0/NCSC_APT29_ADVISORY-QUAD-OFFICIAL-20200709-1810.PDF

Updated COVID-19 Cyber Threat Assessment

» The percentage of COVID-19-themed phishing has remained low and relatively stable from May to early
July, after declining from a peak in mid-April 2020.

» The majority of cyber espionage, information operations, and financially motivated activity leveraging
COVID-19 in lures and campaigns remains consistent with established objectives, targeting patterns, and
tactics, techniques, and procedures (TTPs).

» There is growing evidence of cyber espionage and financially motivated operations directly targeting
organizations involved in COVID-19 response and relief efforts.

» Healthcare, pharmaceutical, government, and other related organizations face elevated near-term risk of
cyber threat activity.
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Projections Surrounding COVID-19 Cyber Threats

Future primary areas of concern highlighted by a recent INTERPOL report include:

A further increase in cybercrime is highly likely in the near future.

Vulnerabilities related to working from home and the potential for increased financial benefit will see
cybercriminals continue to ramp up their activities and develop more advanced and sophisticated
techniques.

Threat actors are likely to continue proliferating coronavirus-themed online scams and phishing campaigns
to leverage public concern about the pandemic.

Business Email Compromise (BEC) schemes will also likely surge due to the economic downturn and shift
in the business landscape, generating new opportunities for criminal activities.

When a COVID-19 vaccination is available, it is highly probable that there will be another spike in phishing
related to these medical products as well as network intrusion and cyberattacks to steal data.

g H H S CYBERS ECU RlTY PR O GR AM TLP: LEVEL, ID# 202008131030


https://www.interpol.int/en/News-and-Events/News/2020/INTERPOL-report-shows-alarming-rate-of-cyberattacks-during-COVID-19
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Questions

Upcoming Briefs Requests for Information

» 5G Security (Update) (8/20)
Need information on a specific cybersecurity

» Pulse Secure VPN Vulnerability and Incident Case topic? Send your request for information
Study (8/27) (RFI) to HC3@HHS.GOV or call us Monday-
* CIS 20 Controls and HPH (9/3) Friday, between 9am-5pm (EST), at (202)
691-2110.
Product Evaluations Disclaimer

These recommendations are advisory and are
not to be considered as Federal directives or
standards. Representatives should review and
apply the guidance based on their own
requirements and discretion. HHS does not
endorse any specific person, entity, product,

PDF i service, or enterprise.

HC3 Customer
Feedback

Recipients of this and other Healthcare Sector
Cybersecurity Coordination Center (HC3) Threat
Intelligence products are highly encouraged to
provide feedback. If you wish to provide feedback
please complete the HC3 Customer Feedback
Survey.
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HC3 works with private and public sector
partners to improve cybersecurity throughout
the Healthcare and Public Health (HPH) Sector

Products \

Sector & Victim Notifications White Papers Threat Briefings & Webinar

Dlrtectte_:dI cprpmunlfcatlons to ylctlms ?r " Er?;u;nggiégihﬁm\a)deii ig—i(:]i?g;;r;formatlon Briefing document and presentation that

b uipm VtIC "gSII/OPSFtrEp;tomIZeS’ o nlera ) com r)éhensive sti)‘: a‘lc?onal awareness and g
equipment or et and genera pren u . . sector cybersecurity threats and mitigations.
notifications to the HPH about currently provide risk recommendations to a wide

Analysts present current cybersecurity topics,

impacting threats via the HHS OIG audience. engage in discussions with participants on
current threats, and highlight best practices

and mitigation tactics.

Need information on a specific cybersecurity topic or want to join our listserv? Send your request for
information (RFI) to HC3@HHS.GOV or call us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.
Visit us at: www.HHS.Gov/HC3
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www.HHS.GOV/HC3 (202) 691-2110 HC3@HHS.GOV
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