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As the Acting Chief Financial Officer (CFO) of the Department of
Health and Human Services (HHS), I recognize that our
Department is accountable to our ultimate stakeholders -- the
American Public. We are careful to use taxpayer resources wisely
to carry out the Department's mission to enhance the health and
well-being of Americans. With an annual direct budget authority
of nearly $841 billion in fiscal year (FY) 2009, we are one of the
largest, most complex fmancial organizations in the world.
Through collaboration, our CFO Community manages financial
accountability, compliance, and risk across HHS.

For the third year, we have chosen to participate in the Office of Management and Budget (OMB) pilot
approach to improving performance and accountability reporting. Pursuant to OMB Circular A-136,
Financial Reporting Requirements, this Agency Financial Report represents our accountability report for
FY 2009. The FY 2009 Performance Report and the FY 2011 Congressional Budget Justification will be
available in February 2010, as will the Summary of Peiformance and Financial Information. HHS believes
that this approach makes information more transparent and useful to the President, Congress, and American
people.

During FY 2009, the Department successfully sustained its standards for reporting and management
controls. We have improved our reporting processes and successfully performed our fourth annual, more
rigorous internal control assessment as required by OMB Circular A-123, Management's Responsibility for
Internal Control. In Section I of this report, we present the Secretary's qualified Statement of Assurance
reflecting the results of our assessment.

This report also contains our audited annual financial statements. For the eleventh consecutive year, I am
pleased to report that our independent auditors have issued an unqualified or "clean" opinion. The
FY 2009 independent auditors' report identifies two internal control material weaknesses relating to:
(1) fmancial reporting systems, analyses, and oversight, and (2) financial management information systems.
The Department recognizes the importance of effective internal control and is committed to resolving these
material weaknesses promptly. During FY 2010, we will continue our collaborative efforts to improve our
financial management and to further enhance information available through the implementation of a
consolidated reporting solution.

With respect to our financial reporting capabilities, the Department continues to convert Medicare
contractor systems, which will substantially comply with the Federal Financial Management Improvement
Act (FFMIA) by the end of2010. While much work remains, we are committed to resolving long-
standing issues to strengthen our control structure. Many of our FY 2009 improvements resulted from our
strong commitment to accountability, transparency, and effective stewardship. During FY 2009, our CFO
executives throughout the Department worked together as a community to provide the public with
transparent information concerning our implementation of the American Recovery and Reinvestment Act
of2009.

Finally, I want to thank our employees and partners who work each day to achieve our Nation's noblest
human aspirations for safety, compassion, and trust. This report -- and the accomplishments it describes --
is a reflection of their extraordinary dedication to our mission. Together, we look forward to tackling an
ambitious agenda in 2010.
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SUBJECT: Report on the Financial Statement Audit of the Department of Health and Human
Servlccs for FIscal Year 2009 (A-17-09-00001)

I'hls mcmorandum tr, nsmits the mdependent auditors' reports on the Department of Health and
Iluman SCrvlccs (111IS) fiscal year (FY) 2009 financial statements. concluslOns about the
effectiveness of 1l1ternalcontrols, and comphance with laws and regulatIOns. The Chief
financial Ofliccrs Act of 1990 (P.L. No. 101-576), as amended, requires the Oflice ofInspector
General (01G) or an independent external auditor, as determined by OIG, to audit the HilS
financial statements 111 accordance with applicable standards.

We contracted WIth the mdependem certified public accow1tmg firm of Ernst & Young. LLP
(h& Y). to audit the HHS consolidated balance sheet as of September 30, 2009, and the related
consolidatcd statement of net cost and changes in net position, the combined statement of
budgetary resources for the year then ended, and the statement of social insurance as of
January 1,2009. The contract reqLIJredthat the audit be performed in accordance with auditmg
standards gcncrally acccptcd m the United States of America; the standards applicable to
finanCIal audits contmoed 111the "Government Auditing tandards:' issued by the Comptroller
General of the nited States; and Office of Management and Budget (OMB) Bulletin 07-04, as
amended, "Audit Requirements for Federal Financial Statements:'

Based on Its audit, E&Y found that the FY 2009 HHS I1nancial statements were fairly presented.
in all material respects. in conformity with accounting principles generally accepted in the
Ul1lted States of Amcl'lea. However, E&Y noted two matters involving mternal controls over
finanCial reponing that were considered to be material weaknesses under standards established
by the Amencan Institute of Certified Public Accountants:

• FinanCIal Reportmg S.volellls. Analyseo. and Oversight. Internal control weaknesses
continued In HHS's Jinancial management systems, financial analyses and oversight, and



corrective actions. IIlIS' lack of an integrated financial management system Impaired
Its rthility to support and analyz.c account balances. Manual intervention was required to
correct transactions that did not post in accordance with standards and to transfer
mformatlOn between 'ystems that did not interface electrorucally. In addition. cerIam
reconciliations and account analyses were not adequately or timely performed to ensure
that difference. were Identified and resolved and that invalid or old transactions were
idcntified and c1oscd. Also, management has not implemented corrective action for some
longstanding deticiencies in mternal control. HHS's financial management systems did
not sub ·tantially comply with Federal financial management systems requirements or the
U.S. Government Standard General Ledger at the transaction level.

• FinQncwllv/anagement lriformation Systems. General control issues in both the deSign
and the operation of key controls were noted in security management, acccss controls,
configuration management, segregation of duties, and contingency planmng. In addition.
weaknesses were noted in general controls, business process controls, interface controls,
and data mrtnagcmcnt system controls for specific financial applications.

In accordance with the reqUirements of OM B Bulletin 07-04. we reviewed E& Y's audit of the
II11S financial statcmcnts by:

• evaluating the independence. objectivity, and qualifications of the auditors and
specialists:

• examming audit documentation related to the revIew of internal controls over finanCial
reponing:

• revlcwmg the HI-IS Management Discussion and Analysis, Financial Statements and
FootMtes. and Supplementary InformatIOn.

E&Y is responsible lor the at1a~hed reports dated Novemb~r 10,2009, and the conclusions
expressed in thos~ reports. Our review, as differentiated from an audit in accordance with U.S.
gen~rally accepted government auditing standards, was not mtended to enablc us to express, and
accordingly we do not express, an opinion on 1I11S's finanCIal statements, the effectiveness of
internal controls, whether HITS's financial managemellt systems substantially complied \vith the
Fcderal FInanCIal Management Improvement Act. or compliance with laws and regulation .
However. our mOllltonng reView, as limited to tile proceoures listed above, disclosed no



instances III which E&Y did not comply, in all material respects. with U.S. generally accepted
government auditing standards.

If you have any questions or comments about this mcmorandum, please do not hcsitate to call
me. or your staff may contact Joseph E. Vengrin. Deputy Inspector General for Audit Services.
at (202) 619-3155 or through email at Joseph.Vengrin(w'oig.hhs.gov. Please refer to report
number A-I 7-09-00001.

~ilre.~
Daniel R. Levinson

\:\::
Richard Turman
Acting Assistant Secretary for Resources and Technology

Shcila Conley
Deputy ASSistant ecretary, Finance







To the ecretary and the Inspector General of the
U.S. Department of Health and Human ervlces

We have audited the accompanymg consolidated balance sheets of the U.S. Department of
Health and Human ervices (DHHS) as of September 30, 2009 and 2008, and the related
c nsolidated stUlemellts of net cost and changes in net position, and the combined statement of
budgetary resources for the fiscal years then ended, and the statement of social insurance as of
January 1, 2009 and 2008 The e fm8nclal statements are the re ponsibiJity of DHHS's
manag ment. Our ro pon ibihty is to expre s an PlUlOllon these financial statements based on
our audits.

We conducted our audits m accordance with audinng standards generally accepted in the United
State, the standards applicable to financial audits contamed in Government Auditing Stalldards.
IS ued by the Comptroller eneral of the United States, and Office of Management and Budget
( MB) BulletIn No. 07·04, Audit ReqUIrements for Federal FinancIal Statements, as amended.
Those standards and bulletm requIre that we plan and perform the audit to obtam reasonable
assurance about whether the financial statements are free of material mIsstatement. We were Dot
engaged to perform an audit of DHHS's internal control over fmancial reporting. Our audits
included consideration of internal control over financial reporting as a basis for deSIgning audit
procedures that are appropnate in tbe circumstances, bUI not for the purpose of expressing an
opmlOn on the effectiveness of DHHS's internal control over financial reportmg. Accordingly,
we express no such 0pIDlon. An audit a so mcludes exammmg, on a test baSIS. evidence
supporting the amounts and disclo ures m the financial statement , as essmg the aCCOUDtLng
pnnclples us d and Slgnl lcant e t1mates made by management, and evaluating the overall
financial stat ment pre entation. We believe that our audits provide a reasonabl baSI for our
plUlon.

In our oplDlon, the financial statements referred to above present fairly, m all matenal re pects,
the financial position of DHHS as of September 30, 2009 and 2008, and Its nel cost, changes in
net position, and budgetary resources for the years then ended, and the financial condition of its
social insurance program as of January I, 2009 and 2008 m conformity with accounting
pnnciples generally accepted m the United States.
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As discussed in Not 26 to the fmancial statements, the statement of social insurance presents the
actuarial present value of the Center tor Medicare and MedicaId Services' HospItal Insurance
(HI) and Supplementary Medical Insurance (8Ml) trust funds' e tJmated future lUcome to be
rec IVed from or on behalf of the partIcipants and e tJmated future expendItures to be paid to or
on behalf 0 parttclpant dunng a projectIOnpenod suffiCIent 10 tllustrate long-term sustaUl8biltry
of the socIal msurance program. In prepanng the statement of ocial insurance, management
considers and selects assumptions and data that it believes provide a reasonable basis for the
assertions lU the statement. However, because of the large number of faclors thll,t affect the
statement of social insurance and the fact that future events and circumstances cannot be known
with certainty, there will be difference between the estimates in the statement of social
msurance and the actual results, and those differences may be material. In addition to the
mherent vanability that underltes the expenditure projection prepared for all parts of Medicare.
the MI Part D projections have an added uncertainly In that they were prepared using very little
program data upon which to base the estunates

In accordance With Governmem Auditing Standards, we also have Issued our reports dated
November 10,2009 on our consideration of DHHS's internal control over financial reportmg and
on our tests of its compliance with certain provIsions of laws and regulations and other matters.
The purp se of tho e reports IS to describe the scope of our testing of internal control over
financial reporttng and compliance and the results of lhattesting, and not to provide an opl1llon
on the mtemal control over finanCial reporting or on compliance. Tho e reports are an mtegrttl
part of an audIt perform d in accordance WIth Governmem Auditing Standards and should be
considered in a ses mg the re ults of our audIt.

Our audits were conducted for the purpose of forming an opimon on the 2009 and 2008 basIC
financial statements taken as a whole. The information presented in Management's Discussion
and AnalySIS. reqUired supplementary stewardship information, reqUired supplementary
informatIon, and other accompanying mformatlOn IS not a required part of the baSICfinancial
statemenLSbut IS suppLementary informanon requrred by OMB Circular No. A-136. The other
acc mpanymg mformation has not been subjected to the auditing procedures applied 10 our audit
of the b Ie finltn lal tatemenLSand, accordmgly, we expres no optnJon on It. For the remalnJng
mfonnatl n. we havll llppli certain limned procedures, whJch consIsted pnnclpally of mqulnes
o mllnogem nt regardmg the methods 0 measurement and pre ntallon of the upplementary
information. However. we did not audit the mformalJon and express no opmion on It.



I I 1111' ! I1IIII i11111'1 ,I
IIIt 11111 I I ~ III I'

To the Inspector General and Secretary of the
U.S. Department of Health and Human ervices

We have audited the fmanclal statements of the Department of Health and Human Services
(DHHS or the Department) as of and for the year ended September 30, 2009, and the statement
of social insurance as of January 1,2009, and have issued our report dated November 10, 2009.
We conducted our audit m accordance with auditlng standards generally accepted m the United
States; the standards applicable to finanCial audits contamed in Governmem Auditing Standards,
I sued by the Comptroller eneral of the Umted States; and Office of Management and Budget
(OMB) Bulletin o. 07-04, Audit ReqUIrements for Federal FinanCIal Statements. as amended.

In planning and perforrmng our audll. we considered the Department's internal control over
fmancial reportmg as a basis for deslgmng our auditing procedures for the purpose of expressmg
our opinion on the finanCIal statements. but not for the purpose of expressmg an opmlon on the
effectiveness of the Department's internal control over fmancial reportmg. Accordingly, we do
not express an 0plDlon on the effectiveness of the Department's mternal control over fmanctal
reporting. We limited our mternal control testmg to those controls necessary to achieve the
objectives de cnbed in OMS Bulletin No. 07·04, as amended. We did not test all internal
controls relevant to operatUlg objectives as broadly defined by the Federal Managers' FinanCial
Integnty Act of 1982 (FMFIA), such as those controls relevant to ensunng efficient operations.

Our conSideration of mternal control over finanCial reportmg was for the linuted purpose
descnbed m the preceding paragraph and was not de Igned to Identify all deficiencies in internal
control that nught b Ignificant deficlencle or material weaknes e and therefore, th re can be
n a urance that all deficienCies. 19ni Icant deficlencle . or matenal weakne e have been
identified. However. di cussed below, we identified certam defiCiencies 11l internal control
that we con ider to be material weaknesses.

A deficiency 111 lIlternal control eXists when the deSign or opera non of a control does not allow
management or employees, m the normal course of performmg their aSSIgned functions, to
prevent, or detect and correct misstatements on a timely basis. A matenal weakness IS a
deficiency, or a combination of deficiencies. in internal control such that there is a reasonable
possibility that a matena! ml statement of the entity'S financial statements will not be prevented,
or detected and corrected on a timely basis. We consIder both deficienCIes related to Financial
R porting ystem, Analy es, and Oversight; and Fmanclal Managem nt Information Syste
to b maumal weakn sses.
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In fiscal year (FY) 2004, DHHS began its Il1lplementation of a commercial web-based off-the-
shelf product modified to replace five legacy accounting systems and numerous subsidiary
systems with one modem accounting system with three components. The three components
mclude:

• Healthcare Integrated General Ledger Accounting System (HlGLAS)--developed to
support the financial activities of the Centers for Medicare & Medicaid Services (CMS)
and its Medicare contractors. Although initiated in fiscal year (FY) 2005, full
Il1lplementation is not expected until FY 2013.

• National [nslltutes of Health (Nlli) Business System (NBS)-developed to support the
fmanclal activities lit NIH. NTH completed certain aspects of its implementation in FY
2008 with more ancillary systems expected to be implemented over the next few years.

• Unified FinanCial Management System (UFMS)--developed to support the financial
activities at the remainmg operating divisions (OPDIVS) with full implementation
completed In FY 2008. Certain processes to refine the Il1lplementatlOn and address
systemic Issues are ongoing.

During FY 2009, DHHS contlllued its refinements of Its financial management systems and
processes. For example, In February, DHHS implemented its new Health and Human Services
Consolidated AcqUisition Solution (HCAS) which provides an integrated "Procure to Pay"
process from mitiation (purchase reqUisition, purchase orders) to close out and is integrated with
UFMS.

Although certam progress was made in FY 2009, the organization was reqUIred to refocus much
of its efforts and resources on the implementatlon of requirements of the American Recovery and
Reinvestment (ARRA) Act. The ARRA Act, which was established on February 17, 2009,
mcreased DHHS budgets by approxImately $167 billion over ten years and provided for strict
gUidelines on how and exactly when those funds should be distributed, accounted for, monitored,
llnd reported to OMB and Congress. These funds were distributed among most of DHHS's
operating diviSions llnd req\llred new processes to be developed or modified within a very short
lime frame under DHHS's Amencan Recovery and Reinvestment Implementation Plan to ensure
compliance with the Act and OMB regulation.
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De plte some progress. our testing of internal control connnued to identify serious mteroal
control wea ne ses 10 fmanclal systems and proces e for producing financial statem nts,
Including lack of integrated financIal management systems and weakne se In ennty-wide
Internal control which unpaired DHHS's ability to report accurate and timely financial
mformation. Within the context of thc approxunately $800 billion In departmental net outlays,
the uillmate re olution of such amounts IS not material to the fmancml statements taken as a
whole. However, these matters are mdicatlve of senous systemic Issues that must be resolved.

DHHS's financial management systems are not compliant with the Federal Financial
Management Improvement Act (FFMlA) of 1996. FFMIA requires agencies to Implement and
maintain financutl management systems that comply with federal finanCial management systems
requirement. More specifically, FFMlA requires federal agencle to have an mtegrated financial
management system that provides effective and efficient interrelationships between software,
hardware, personnel, procedures, controls, and data contamed withm the systems and compliance
with the United States Standard General Ledger (USSGL) at the transaction level and applicable
federal accountmg standards. The lack of an mtegrated [manclal management system contmues to
unpair DHHS's and its OPDIVs' abilities to adequately support and analyze account balance
report d.

Although DHHS implemented a commercml off-the-shelf product, approved by the former JOint
FinanCial Management Improvement Program (JFMlP), DHHS's accountmg systems lack
Integration and do not conform to the requirements. DHHS's management has Identified
configuration Issues that result m mappropnate transactional postings. Finally, the financtal
systems are not fully mtegrated and are not expected to have full mtegratlon untLl FY 2013.
Specific w aknesses noted include the foUowmg:

• Although progress was made dunng FY 2009. thousands of manual Journal vouchers In
excess of $259 billion m absolute value were requU'ed to be recorded In UFMS to post
cel1am types of transactions including transactlons to record certam propnetary and
budgetary entries. record accruals, perform adjustlnents between governmental and
nongovernmental accounts, perform adjustments to agree budgetary to propnetary
accounts, perform other reconclliaboll adjustments at penod end, and correct errors
Identified related to configuration Issues within UFMS. These enmes are nonstandard
postings to UFMS to record both the proprietary and budgetary affects of certam
fmancial activities for which the fmancial system is not configured properly to post
automatically. Although these enmes are required to be posted to th general ledger m
order for the fmancisl statements to be accurate, many of these entries should have been
configured as routme systematic entries Within UFMS. Although these enme are
conSidered manual postlngs, they are In fact subject to automated edit checks such as
cross validatton rules and fund control. Additionally, we noted certalll weaknes es with
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the use of manual entries including improper or lack of approvals and !inuted
descriptions as to the purpose of the entry. Late In FY 2008, new policies and procedures
related to manual entries were issued. However, OPDIVs have not fully illlplemented
policy to ensure entries are properly authorized and supported by appropriate
documentation.

• As discussed in further detail below, reviews of general and application controls over
financial management systems Identified certain departures from reqUIrements specified
III OMB Circulars A-127, Financial Managemellt Systems, and A-l30, Manogemelll of
Federal Information Resources. Additionally, we identified certam issues, including
access control deficienCies related to systems as part of our Federallnformation Security
Management Act and other Office of Inspector General (OIG) engagements. Finally,
DHHS management has identified finanCial management information systems as a
material weakness as a result of its OMB Circular A-123 assessment.

• Although the OPDlVs are usmg UFMS to account for financial actIVIties within the
OPDIVs, the DHHS IS utilizing the Automated Financial System (AFS) to compile the
consolidated finanCial statements. AFS, a spreadsheet macro driven process, reqUlres the
OPDIVs to manually enter theu trial balances and footnote disclosures for DHHS to
compile the Department-level consolidated financial statements. The key entry process
can be error-prone if effective detective controls are not in place. In our review of the
mltial fmancinl statements provided on October 20, 2009, we noted several OPDIVs
recording mcorrect amounts causing certain financial statement line Items to be mcorrecl.
AdditIOnally, we noted several adjustments totaling 111 excess of $2.2 billion were
recorded withm AFS to ensure proper balancmg of statements or disclosure. As a result,
certain amounts within AFS did not consistently agree to balances within the OPDIVs
general ledger. Dunng FY 2009. DHHS initiated ItS implementation of an automated
reportmg process at several locations. Full Implementation is not expected until FY
2011.

• Due to certam configuration Issues within UFMS, certam fmancial statement balances on
the Statement of Budgetary Resources (SBR) reqUIre analySIS of other accounts to
derive/estlmale the amounts reported. For example, fmanclal accounting and reportmg
standards requue that DHHS record pnor year recovenes 111 a separate general ledger
account and report these amounts on the SF-133 and the SBR. These items are currently
not being captured within UFMS. As a result, most OPDlVs are reqUired to analyze
transacl.tons In other accounts to denve the balance.

• CMS, the largest entity within DHHS processmg 85% of total expenditure activity,
continues its efforts to implement HIGLAS, which will integrate the CMS contractors'
standard claims processing system and replace the CMS current mamfraroe-based
financial system with a web-based accounting system. CMS relies on a decentralized
organization/structure and complex fmallcial management systems-not only within its
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central office and regional offices' processes but within many of the Medicare contractor
organizations-to accumulate data for financial reporting. Currently, CMS's lack of a
single integrated financial management system continues to impaIr Its ability to
efficIently and effectively support and analyze financial reports. The Medicare
contractors that have not implemented HlGLAS continue to rely on a combination of
claims processmg systems, personal computer-based sofuvare applicauons and other ad
hoc systems to tabulate, summanze, and prepare information that IS reported to CMS on
the 75()-Statement oj Financial Position Reports, the 751-Status oj Accounts
Receivable Reports, and the reportmg of funds expended, and the 1522-Monthly
Contractor Financial Report. The accuracy of these reports remains heavily dependent
on inefficient, labor-intensive, manual processes that are also subject to an increased risk
of inconsistent, incomplete, or inaccurate mformation being submitted to CMS.

Resource limitations and other priorities were nored as causes for delays m upgrading certain
system and financtal internal control processes limiting OHHS's ability to comply with
requirements under FFMIA.

The U,S. Govenunent Accountability Office (GAO)'s Standards jor Intel'llal Control in the
Federal Government states that Internal control activities help ensure that management's
directives are carned out. The control activities should be effective and efficient in
accomplishing the orgamzatlOn's control objectives. Examples of control acnvities Include: top-
level reViews, reviews by management at the functional or activity level, segregation of duties,
proper execution of transactions and events, accurate and timely recording of transactIons and
events, and appropnate documentation of transactions and internal controL

Because weaknesses eXIst in the financial management systems, management must compensate
for the weaknesses by Implementing and strengthenmg additional controls to ensure that errors
and irregularities are detected in a timely manner. Our review of internal control disclosed a
senes of weaknesses that impact DHHS's ability to report accurate financial infornlation on a
timely basis. Consistent with prior years, dunng FY 2009, we found Ihat certain controls were
not adequately performed to ensure differences were properly Identified. researched, and
resolved in a timely manner and thaI account balances were complete and accurate. We noted
the followmg Items m the current year audit that indicate additional Improvements III the
fmancial reportmg systems and processes are requlTed.
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Department/Operating Pivlsion Penodjc Analysis and ReconciUation
When weaknesses exist in financial systems, as discussed above. managemem must compensate
by implementing and strengthening entity-wide controls to ensure that errors and irregularities
are detected in a timely manner. These entIty-wide controls would Include monitonng of
budgets, reconciliations of accounts, analyses of tluctuation. and agmg of accounts. During our
audit, we found that certam controls were not adequately performed to ensw'e that differences
were properly identified, researched, and resolved in a timely tnanner and that account balances
were complete and accurtlte, The followmg represent specific areas we noted that need
enhtlnced periodic reconciliation and analysis procedures:

• Fund Balance With Treasury-Treasury regulations require that each federal entity
.I!!lBY] that it reconciles on a monthly basis its fitulllcial records with Treasury's records
and that It promptly resolves differences. If this reconciliation IS not adequately
performed, loss. fraud, and ilTegularities could occur and 1I0t be prompily detected,
and/or f'lDllllClldreports that lire inllccurate may be prepared and used in decision-malang.
On a monthly baSIS.the DHHS is responsible for reconciling approxtmately SOD Treasury
approprmtion symbols. As of June 30, 2009, the genend ledger and Treasury's record
differed by more than an approximate absolute value of $1.0 billion. This pnmarily
relates to two (2) OPPlVs. One OPDIV did not perform fund balance with Treasury
reconciliations and the second OPPIV only focused its resources on Items that exceeded
a subjective threshold and did not talce any action on the remainmg differences; for
example, differences over $1 .0 million are automatically assumed to be caused by timing
difference and no action was performed on any differences relatmg to appropriations that
are expinng at year-end but have not expired when the reconciliations were pertormed.
Other differences were caused by a backlog of differences dating back to 2004. During
the fourth quarter, management focused additional effortS on Its fund balance with
Treasury reconciliations which resulted in progress in reducmg differences at September
30,2009 to an approximate $400.0 million.

• OPPlY FiPAnclDl ReconcHjatjon Actlvjty Certifications-As part of the accounttng
centers' mOl1thly processes, the Department has mstituted a policy whereby the
accounting cllntllrs certify the status of completing requrred periodic reconciliations, For
each reqUlred reconciliation, the preparer and approver sign off and provide a date of
completion. On a monthly basis, tbe document is forwarded to the Deparunent. No
upportmg documentation is reqUired to be provided as part of the submISSion. Our

review of the OPDIV's subrmsslons and the supporting documentation mamlamed at the
OPPlVs identified inconSIstenCies in the procedures performed, the repolts utilized, and
the results provided among the vanous OPPlVs. Our review of prepared certifications
identified that although certain reconciliatIOns were Signed off and dated, the
reconclliation had nOI been completed as differences WIthin the reconciliation had not
been identified on a timely baSIS. For example, the OPDlV management certifies to the
accurllcy of their financial statements submitted through AFS; however, we noted over



Repon on lnternal ontrol
Page 7

1.0 billion in errors, omi Ions, 01" unsupponed amounts within the OPDlV level
statements. Further, we noted that although the t"tnancial statements are submItted to
OMB on the 21'1 day after the end of the quaner and we receIVed draft financial
tatement on October 20, reconciliatIons were not requU'ed to be completed and certified

until the end of the month. Finally. we noted that although desk officers have been
assIgned the responsibility of revIewing specific OPDIV financial reponing, the desk
officers do not consIstently review the supponing documentation to ensure that the
submissIOns are accurate.

• Accounts Payable-We noted over $23.9 million of old/stale accounts payable
transactIOns that should have been researched and removed. Many of the Items were
several years old and had 1I0tshown activity for at least two years.

• Undelivered Orders-As reported in FY 2008, DHHS does not have adequate controls m
place to mOlUtor undelivered orders which repre ent remaming amounts of obligated
funds that have not been delivered or appropnately deobligated. As of September 30,
2009. we noted approxunately 90,000 transactions totaling an approxunate S1.1 billion
which were over two years old WIthout activity. Many of these transactl ns represented
travel, grants, and contracts awaiting close-out. Additional1y, for grants. although
progress was noted. durmg our review of FY 2009 grant activity provided from the
Payment Management System (PM ) as of March 30, 2009, we noted approxunately 644
grant obhgatlons totaling $40.3 million that were dated pnor to FY 2002 that had not
been closed out. We continue to note that these grants were already beyond a reasonable
time frame for close-out. In pnor years, a lack of resources was noted a the cause of
backlog m clOSingout expIred grants. Management needs to Increase emphaSISon clo e-
out to reduce the backlog and ensure consIstency between PMS and the OPDIVs official
subsidiary systems.

• Budgetary Analyse§:-Withm the federal government, the budget IS a pnmary finanCial
plannmg and control tool. OMB Circular A-II, Preparation. SubmiSSIOn and Execution
of the Budget. establishes the requirements of budget formulation and execution
mcludmg requtrements related to apportIOnments, accounting systems to control
spending, proper recording of obligattons, and closmg accounts. For mtemal control
purpo es, budgetary monitormg IS a key management control that, if tmplemented
correctly, identifies cost overruns and potential material misstatements m a timely
fashion. Currently, DHHS is IOvestigating two potential violations of the Anti-
Deticiency Act and pOSSIblyothers as discussed in the Procurement Activities sectIOn
below. To ensure these VIolatIOns do not continue, enhanced budgetary momtonng
processe are reqUired. Additionally, In our reVIew of the Statement of Budgetary
Resources, we compared balances an budgetary accounts to their related proprietary
ccounts. Based on our reView and diSCUSSIonswith management, we noted differences

ofSl.S bilhon that could not be explained
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• Frocurcment Activities-DUling FY 2009, the DHHS Head of Contractmg Activity
initiated and performed an extensive review across all OPDIVs of its multiple yel1!'
contracting activities, in an effort to assess compliance with eXisting Depl1!'tIDent
guidance and Federal Acquisition Regulations applicable to incremental funding of its
multiple year contracts and to identify avenues to improve multiple year contractlng
strategies within the framework of the regulations. The internal review, issued in July
2009, idcmtified significant concerns and indicated that there was a potential pervasive
misunderstanding of appropriation laws when acquiring goods and services that could
lead to noncompliance with the Federal Acquisitions Regulations or the Anti.Deficiency
Act. The report also reported to management that contract funding was not consistent
with the current DHHS Acquisition Regulation or appl'Opnations law. In September
2009, upon management's dctailed review, a contractor was hired and fmdings from the
report are currently bemg investigated to determine if reporting or correctlVe actions are
warranted. Based on the latest study, the determmation of whether any noncompliance
with laws and regulatIOns occurred has not been made.

• CQmmuUlclltionand Information Sharing-Durmg our audit, we noted occurrences when
ineffective communication and information sharing llmong the relevant parties inhibited
DHHS's ability to timely resolve known issues. For example, the Department became
llWl1!'eof a system related issue that 11!'0seIIIFY 2008, which has a pervasive impact on
ItS processmg of invOIces and related activities. The system related Issue IS self
correcting bUl only after all invoices related to the same mvoice are received and
matched. The Department implemented a detection and correction plan to address the
Issue; however, neither the issue nor the plan was effectively commumcated to the
OPDlVs whose finanCial transactions were !IDpacted.In addition, when cenain OPDIVs
encountered the Issue in Its normal financlaltransacttons, the OPDIVs spent considerable
amounts of t!IDeand effort to resolve the transactions that resulted from the Issue even
though a solution had been developed approxunately a year ago.

Monltonn" of Financial QperDtjQlls
The U.S. QAO's Sumdtll'ds for Intcrt/al Comrot III the Flldl!ral Govefllmcmt states that
"intbnnatloll should be recorded and conmmlllcllted to management and others witbm the entity
who need it IInd in II fonn and withln a lime frame that enables them to carry out their Internal
control and other responsibilities," Further, the standard indicates that finallcial statement
information is needed not only on a periodic baSISfor external reporting but also Oila day-to-day
basis to make operating deciSions, monitor performance, and allocate resources. Within II

decentralized complex orgQmzation like DHHS, II single Integrated financllli ystem with strong
internal controls 18 I'ilquired for up-to-date accurate tinancU'li information needed for certain
decision-making respolUibilitJes. Currently, due to the number of manual correctmg entrie ,
evolving mternal control, and outdated polictes and procedures, accurate mfonnation needed for
deciSion-milking al all levels of the orgllDlzallollmllYnot be readily available on a day-to-day or
even monrhly baSISas reqUired by FFMIA. Currently, except for the compilation of quarterly
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fmanclal statements. there IS limited available reportmg of accurate fmancu\l activIties at the
program. contracl r, regional office, POlY. and/or c nsolidated department level. Dunng FY
2009, It IS our understanding thai ertam OPDIVs have m ved to a m nthly clo e proc
however. full Implem illatIOn I not expected unlil FY 2011 With the ImplementatIOn of the
automated reporting process.

PoliCies and Procedures and AdditIOnalTraming of Personnel
DHHS's formalized policies and procedures are out of date and may be inconsistent with actual
processes takmg place. During our Internal control documentation and testtng phases, we noted
that although various mternal control processes had been changed or updated, the Department
had not completed its updatmg of procedural manuals or provided sufficient formalized
guidance/trainlOg to personnel to ensure suffiCIent knowledge of financial management
sy tem/proce ses or con Istency, and adequacy of internal conrrol. For example, we noted that
certalO poliCies and procedures, IOcludmg certalll accrual proce s s, had not been updated SIDC
th mld-1980. Further, we noted additional tralmng on the finanCial sy tems wa needed to
enabl DHHS p rsonnel 10 thelt ability to access needed mformatlOn from the sy tern to
complete their day-to-day responslbilities-lDcluding the preparation of reconcl1iatlODS,research
of difference noted, and the ability to Identify and clear older "stale" transacilons dattng back
eveml years.

It is our understanding that the Department and its OPDlVs are currently updating their
procedures and developmg further u'aining for their personnel in the use of Oracle and other
finanCIal related systems and processes. Further trammg IS ex.pected to mclude trammg on
Government-wide (mcluding OMB and Treasury), DHHS, and OPDlY level policies and
procedures; the us of UFMS and other subSidiary systems: the preparation of fmancial
statements and related analysIs and reconciliations: and system secunty.

CMS FinanCial Management AnalySISFunction
Critical finanCial management responsibilihes. for example, reconciliations of Medlcare
Advantage (Part ) and Prescnption Drug (Part D) payments and momtonng of Medicaid
ex.p nditures are perfornled m vsnous program enters/Offices of CMS. The dl persed nature of
the finan ial management environment requires a high degree of coordmanon between th
finanCial and program management personnel to ensure the effective opemtlon of the controls.
The decentralized nature of the orgamzation results III a Significant number of controls bemg
performed at th COlltractors,regIOnal offices, and other CentersiOflices outSide of CMS' Office
of FinanCial Management (OFM). Cntlcal accounting matters identified witlun the orgaruzahon
requJre a robust reVlew process, including the documentallon of these cntlcal accountmg matters
through CMS' wlute paper process. While the white paper process has Improved, we noted areas
for further Improvement m gathenng and assessmg mformatJon from acro CMS 10 Rid m
enhllncmg financial management.
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MS can Improve Its analy IS processe to develop further robust analytical procedures or
measure agamst benchmarks to momtor and mitigate nsks as oClated with the decentraltzed
nature of CMS operations. MS performs an analysi of changes m pnor year to current year
balances; however, thIS analysIs ISnOt extensive nor IS It supplemented by additional analyses
(e.g., actlllll expenditures on a monthly, quarterly, or annual basis by program and by contractor
compared to prior year periods and expectauons, etc.). Although we noted that CMS performs
limited financial statement analytical revIew procedures on a quarterly basis (t.e .• changes 10

curren! quarter to pnor quarter balances). these procedures were not performed and reViewed
timely (e.g., the June 30, 2009 quarterly financial statement analyllcal revIew was not completed
and reviewed until September 25, 2009). The limited analytical procedures performed centrally
and circulated wlthm CMS management increase the likelihood that adju tments, which are
other than mconsequentJal to the finllJlclal statements, may not be Identified and corrected 10 a
timely manner. In additlon, errors 10 the financIal statements may not be detected if robust
analytical analyses are not performed by the vanous program Centers/Office and are not
provided timely to OFM.

Consistent Wlth the pnor year. we noted that CMS does not perform a claims-level detailed look-
back analySIS for the Medicaid Entitlement Benefits Due and Payable (EBDP) to determlOe the
reasonableness of tbe vanous state calculations of mcurred but not reported (I.e., unpllJd chums)
hability. The MedicaId EBDP ISapproximately $25.0 billion as of September 30, 2009 and is a
Significant Liability on the financial statements. Currently. CMS does Dot obtam the Medicaid
clauns data from the states' systems. Accordingly, CMS ISnot able to vahdate Its methodology
m a manner SImilar to the Medicare methodoLogy by usmg a claIms-based approach. CMS
continues to rely on Its histoncal three-year average to record the MedIcaId EBDP WIthout the
ability to confirm the reasonableness of its methodology.

All mdlvlduals withm the orgamzatloD are responSible for establtshmg, managmg, and
mamtalOmg an effective control environment. A good control envtronment not only ensures
accountability but proVides oversight and reasonable assurance that the orgaOlzatlon's goals are
met. The goals may pertain to promotlOg orderly, econoffilcal, efficient, and effective operations,
adhenng to laws, regulations. and management pohcles or developmg, mamtaimng, and
reporting reliable finanCial and management informatlon timely. The purpose of the monitonng
or review function IS to detenmne whether the controls are adequately designed, properly
executed, and effectlve. During the mternal control tests, errors were noted that were not
detected by the organizatIOn's monitormg and revIew function. and accordingly, the control was
not functiomug as designed or mtended. The errors identified by our audit procedures at the
central office and regional offices and Medicare contractor locations may be ummanzed as
follow: (1) no reVlClwor momtormg lunction was established (identified as a deSign deficiency);
(Ii) review or momtonng function was established but was not performed or effectlve; and (ili)
th reVlIlWor monttonng funchon was not performed timely. An example of a d ficlency for
each category IOcludes: (i) 110 do 11111 ntatlon of the execution of the centralized oversIght to
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asses comphance with laws and regulations ill connecnon with penodic financial reportmg; (il)
formula or mathemancal errors were noted ill a specific reconciliation and related supporting
documentation that were not identified by the review function; and (iii) the final cost reports for
certaln cost-based plans were not reviewed tunely and the related FY 2009 COStplan settlements
were not evaluated or recorded ill tbe financial statements.

CMS Busmess Panner Risk Man"acment
MS. 8S the steward of the Medicare and Medicaid programs' admlnlstratlVe Ilnd financial

operatIOns, has a fiduciary responsibility to ensure that the program funds are Spellt ill the best
mtcre t of the beneficiaries and the Amencan laxpayers. CMS administers an extensIVe Internal
control program to protect the CMS' resources from fraud. waste and mismanagement. CMS
also relies heavily on third-party contractors as it outsources substantially all the day-to-day
operations tor It mformatton technology systems, the payment of Medicare and MedIcaid fee-
for-service claims and Ihe Medicare Advantage (Part C) and Part D Drug programs.

M has d veloped mternal controls that help prevent fraud and wastc from occumng such a
edits in the claims processing systems that attempt to identify and filter mappropnate claims.

MS I 0 ha developed internal controls that Will help detect fraud and wa te that may have
occurred. Any strong control environment will have a combination of both prevent and detect
controls With a greater emphasl on prevent controls.

While we noted dunng the current year audit that CMS had both prevent and detect controls In
operatJon, we noted several example 0 areas where unprovements could be made In the overall
control environment. ThIs is especially true of CMS' relationslups With tts third-party
contractors.

Ounng 2007. CMS transferred a maJonty of the Medicare econdary Payor recovery proces to
a mgle third-party contractor. This contractor IS responsible for lmtianng collecnon of everal
hundred million d Jl81 on an annual baSIS. Although orne addinonlll procedures were
unplemented. we contlDued to note eversl instances where mtemal controls related to thts thrrd-
party contractor were nOTdeSigned or operatmg effectively, Including lack of. or an ineffecuve
level a , review and the untunely application of cash receIpts.

In addltlon, the proce ses deSigned to prevent errors should also be supplemented by controls
lInd analyses that highlight BlIY material errors that may occur. In this regard, errol'S or abuses
within the M dicilre fee· lor-service claim dala, if matenal, should be detected m the annual
ComprehenSIVe Error Rate Testing (CERT) process, while for Medicaid the Payment Error Rate
Measurement (PERM) process can be useful in this regard. Processes to as ess accuracy rates a
pplicllble and mOllltor Parts C and D plans, particularly prcscnptlon dru event (PDE) data.

contmue to evolve. but these momtorlng aCllvitles also can be useful, and the milial error rate
development processes developed by CMS are Important steps forward In this regard. To be fully
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enectlve m compen8aUDg fi r mherent nsk tn the programs, the monttonng actlvtUes must be
well und rstood, usceptlble to rcphcatton and lughly credible. We reviewed the e error analy es
nd these analy quantify the ch lIenges thaI CM has regardlna Improper paym nt. ur
udit procedure' also consider the udil aCl1vlt1esperformed by the 010 and oth for the Parts
and D pro rams. indings, such I\S timeliness of the plan audits and the accumulanon of True-
ut-of-Pocket costs (TR P) and PD data, are mh rent nsks of the programs.

In the pnor year, the I J recommended revistons to the error rate review methodology, which
were Implemented by eMS dunng fiscal year 2009. Prelimmary indications ore that the refined
process has resulted In higher projected error mtes. SImilarly, ensuring that 8 fully reconciled
population of ciullns ISsuscepttble to t sttng is an l111pOrtantstamng pomt In the development of
PERM error rotes. The W rk perfonned by the 01 in reconciling such populations Il1dic8testhat
further focus on thl area ISneeded,

Suuemenl of SocIal Insurance (SOS))
The OSI for CMS pr ent a long-term projecllon of the pre ent value, of over a 7S-year 11m
horiZon, of the bene1its fO be paid for the clo ed and open groups of elusting and future
partiCipant of the MedIcare SOCialInsurance programs, Ie ~ the Income to be receIved from or
on behalf f those same IndIvIdual. The pre entatIOn as umes the program will contmue In
their current form under current law. albeit WIth certain economIc assumptIons that serve t
c nserlln growth f the program and Imply refinements In re ponse t the burden 0 the
programs n ec nomic activity llnd observations III the related report of the Board of the
Tru tees of the Federol Hospital Insurance and Federal Supplementary Medicallnsurllnce Trust
Funds (the Trustees Report) that growth as projected Will substantially stram the nallon,

The pre entation IQ the CM annual repolt lPcludes estlmat not only of the payroll taxes.
premIums, and other contributions 10 be made directly by the participants but also estimates of
generol fund contnbutl n on theIr behalf to help finance the progroms for wlucb tIu fundtng
mechlUUsm e It. In contrast. the pr entauon IQcluded III the con olidtlted annual fmancial
fl\tements of the U. . government excludes uch Il1tragovenunental trans ers. tartlPg III FY

2006. the r wa reqUIred to be pre ented as part of the baSICfmanclal statements rather than
a ReqUIred upplementary Information as preVIously presented. As such, the proce s for
preparmg th 0 I must comply with appropnate Inanclal reporting mternal control
requirements established by MB.

The SOSI models are complex, 7S-year projections that contam a lugh degree of estimation. The
lack of robust controls over spreadsheet changes and mputs, and compleXIty of the models may
result in output thllt vanes from m nllilement's llllentlons, We noted the follOWingdeficienclc5
that. if improved. would enhance the reliability and credibility ofth I model and proc
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• CMS has developed and implemented a change management process over the SOSI
model, which applies [0 significant changes or changes m the methodology of the model.
During our testing, we noted that certain changes made to the models were not tracked
through the change management process. For example, certain formula changes were
made withm. and other spreadsheets were removed from, the models tlnd the reasons were
not documented.

• The SOSI model is password protected to ensure that only authorized access and changes
are made to the analyses within the model. Dunng our testing, we noted that one CGE
spreadsheet was not password protected, which could allow unauthorized access and
changes to the CGE analysis.

• CMS' poliCies and procedures reqUITethat any input or output data within the SOSI
models should be documented to properly understand the flow of the data. During our
testmg, we noted that the Office of the Actuary (OACT) did not document theIr
methodology and related calculations/estimates for certain assumptions and bard-coded
adjustments within the model. In addition, the documentation for the Part C analysis was
not completed. This purpose of the documentallon is to describe the steps within the
process and the source of the input and output data.

In some cases. the DHHS management has not properly Implemented corrective actIons for long
standing deficiencies IIImtemal controls. For certain deficiencies. including:

• unttmely and incomplete Fund Balance with Treasury reconciliation processes;

• cleanup of old "stale" account balances;

• differences and manual adjustments in fmancial reportmg; and

• significant weaknesses surrounding the vanous mformation technology systems upon
which that DHHS relies heavily for ilS operattons and financial reporting; have been
continuously identified and reported to management over the past decade.

This insufficient progress of implementing corrective actions has resulted m limited
rrnprovement and continues to impair DHHS's capability to support and repon accurate financial
infomlstion. Tn other cases. actions to address weaknesses are documented as late as the last
week of the fiscal year. with limited or no documentation that the controls were placed in
operation durmg the perIOd under audit. To the extent circumstances such as resource
cOnSlTllinlSand implementallon of new finanCial systems occur which can lead to multiple years
of efforts In addressing issues, some delays may be unavoidable. A more I'Obustprocess to
assess angomg nsks and adopt strategies to mitigate control nsks pending overarching solutions
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can assIst in assunng stakeholders that management is systemically addressmg conrrol
deficiencIes and foslermg a tone at the top to address audit findings on a timely baSIS.

We recommend thot OHHS continue to develop and refine Its financial management systems and
processes to Improve ItS accounting, analySIS, and oversight of financial management activity,
Specifically, we recommend that OHHS:

• Continue to strengthen controls related to its entity-wide structure for account
reconciliation, analyses, and oversight by providing more tn-depth on-site quality reviews
of OPOIV and headquarter financial functions, periodically requestmg the supporting
documentnuon to compare to the results communicated, Ilnd to Improve communication
between the various pal'ties so that Issues may be Identified and resolved In a more timely
malUler. Further we recommend that the operating divisions allocate adequate resources
10 perform the requm:d account reconciliations and analyses on a timely baSIS.

• Continue to improve its financial reporting and Lntemal quality review procedures to
reasonably assure that infonnation presented in the interim financial statements and
Annual Financial Report are accurate, fully supported, and completed timely and
consIstent with the reqUlIemcnts of OMB Circular A-136, Fina/lCial Reporting
Reql/lrernellts. including rigorous use of checklists and enhanced supervIsory revIew
processes.

• ConllUue to Improve ItS process to tlmely closeout "stale" or old account balances.
Including undelivered orders. accounts payable. and grants.

• Continue to deVise short-term and long-term resolutions to systematic and integration
Issues that complicate use of the UFMS. OHHS should continue to assess whether
systems used to prepare the fmancial statements are complete and have been sufficiently
tested pnor to year-end reporting dates.

• Contmue to otTer updated guidance and training to personnel to ensw'e specific
guIdelines are documented as to the source of data, required follow-up with timetables.
and documentation retention poliCIes. Further, training should be provided to OPDlV
and headquarter personnel to ensure a complete understanding of the finanCIal
management system and repOl't5that are avni1nbleto perfonn certain tasks.

• Consider movmg to II monthly departmental close of financial data to provide for a more
titnely compHanon of accurate data that may be needed for deciSIon-makers at all levels.
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The monthly consolidation of financial statements will be mor feasible with
management's Implementation of Hypenon to consolidate Its financial statement. for
wluch IIlltial pilot occurred dunng FY 2009.

• Improve lilt mal control surrounding manual nonrouune cntnes, IIlcludmg requtrmg a
log 0 nil manual entnes and prepanng documentation to support the entry and the
pproval by upper management.

• Ascertain whether the operanng diviSions, m conjunctIon with OHHS, properly track and
implement corrective achons to mitigate deficiencies that impair the capability to support
tllld report accurate t1nancUlIinfonnauon.

• Complete Its analYSISof its contracting activities to detertmne speci IC weaknesses In the
cquIsltion processes nnd develop corrective aCllOnsto res Ive uch i sues,

Additionally, In regard to CMS, we recommend that CMS continue to develop, enhance. refin ,
and provide robust analyses over Its fmanclal reportmg sy terns and pr ces es, peclfically,
CMS should:

The vanoua program Centers/Offices should provide robust analytical analy e to OFM
on a penodic basis (e.g., quarterly) that would be analyzed and reconciled by OFM III
connection Withthe preparation of the quarterly CMS financial reports.

Estabhsh a proce s to pertorm a claIms-level detalled look-back analySISon the Med1caid
ESOP to detennme the reasonablene of the methodology utillzed to record the
$25.0 billton a crua!. One p tenual m thod to verify the rea onablen of the Medl aId
ESOP balance would be to use the detail cl un data from the PERM proc to calculate
th verage days outstanding or sample the largest states and detelTllJn If in~ nnatlon IS
avaIlable or ub 'equent analySIS.

Evalu te the monitonng and review function to determine the rea on the revi ws are not
performed effectively. Remforce the unponance of the detect control Within the mteroal
control structure, the accountability 0 the control, and the oversight required t maintaIn
n effective control environment.

Continue to Implement an mtegratcd finanCial management system for u e by Medicare
contract rs and CMS to promote consistency and reliability m accounting and financial
repot'ting.

MS should evaluate Its overall directives to third-party contractors to ensure that
adequate controls are in place and that appropnate documentation IS mamtained to
support the conduct of those controls.

Continue the process of enhancmg the Integnty, Improvmg the proces and captunng the
benefit of the ERT, PERM, Part ,and Part 0 error rate development and analysl
tools. Error rate rc ults sh uld be dev loped at a sllffici nt level of detail to nalyze,
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scrutlnlze, and classify errors and identify anomalies to begm separate mveStlgatlOn or
studie~ of the root· causes of the errors and appropnate prevention, mitigatIOn, and
recovery plans.

Critically aSSllSS filldings from 010 and other reviews of the Parts C and 0 programs to
ens\ll'c that the evolvmg nature of these programs are accompaOled by robust internal
control processes utilized by CMS to address the mherent risks of these progranlS.
Continue to consider and unplement the recommended audit results and modify the
processes to hold plan sponsors more accountable for the findings Identified. The
financial management group should ensure It mOnitors and maintains oversight over the
programs and its activities to Identify the appropriate finanCial statement unpact and
disclosure.

Strengthen change management controls to test, reView, and document all formulae and
spreadsheet changes to the SOSI model. In addition, CMS should verify that all
spreadsheets are password protected to avoid unauthorized access or changes.

Adhere to established policies and procedures to ensure that the SOSI model
methodology and related calculations and estImates are consistently documented.
Adherence to these policies will ensw'e that the model is evaluated to verify that the
mput/output data ISappropriate based on the expected results of the data and spreadsheet
changes.

Finally, In light of the extraordinary financial cnsis that eXisted Ul 2008 and contmues in 2009,
the pattern of advances to Part 0 drug plans, we believe that CMS sbould continue to evaluate its
nsks with respect to all illl third-party COiltractors and providers to ensure that the CMS IS
appropnately protecting Its resources.

Many of the busmess processes that generate IOformation for the financial statements are
supported by DHHS mformal1oll systems. Adequate IOternaJ controls over these systems are
essential to the confidentiahty, mtegnty, and reliability of critical data while redUClOgthe risk of
Ct,.OI"S,fraud, and other illegal acts. As part of our assessment of IOlemal controls. we have
conducted general controll'evlews for systems that are relevant to me fmancial reportmg process.

General control review categones are department-wide security management, access controls
(phySical and logical), configuration management, segregation of dUlles (SoD), and contingency
planOlng. These categories combmed to safeguard data, protect business process application
programs, IInd ensure contu1Ued computer operations In case of unexpected IOterruptions.
General controls are applied at the department-wide, systems, and business process applicallon
levels. GAO FederallnfOl111ation Systems Controls Audit Manual (FISCAM) dated February
2009 states. "the effectiveness of general controls IS a Significant factor in determmmg the
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eft tlvenes of bUSinessprocess apphcatlon controls. wluch are applied at the busmess process
applicatlon level. WithOUteffective general controls, busmess process apphcauon controls can
generally be r ndered meffectlve by circumvention or modification."

Our audit included general controls testmg for the NIH Center for Information Technology (CIT)
and Office of the Secretary (OS) Information Technology OperatIOns (ITa). Our testtng noted
Issues 10 both the design and the operations of key controls. We noted weaknesse in the
followmg FISCAM review areas:

• Secunty Management

• Access Control

• Configuration Management

• Segregation of Dutle

• Conl1ngency Plannmg

More broadly withm DHH . a tOpIC f major concern IS the I ck 0 remediation of pnor year
audit find109 , with respect to Federal Information ecunty Management Act (FISMA), orne
dal1ng back LO FY 2006. In addition, the process by which these mdlOgs are Identified and
managed. Plan of Acttons and Milestones (POA&M) does not function effecttvely. For example.
many of the prior year audit fmdings were not recorded in the Security and Pnvacy Online
Reporting Tool (ProSight FISMA).

Because of the pervasive nature of general controls, the cumulative effect of these slgniticant
defiCienCies represents It material weakness in the overall de ign and operation of IOtemal
controls. DHH hould take a department-wide view 10 developmg a top-down trategy
Implementing mformari n security programs to dove In ormation cunty control deSIgn and
op rations In ccordnnce With standards established by DHHS and federal standard uch as the

abonal Institute of randards and Technology (NlST) and OMB. Detailed descnptJons of
control wel1kne es may be found in the management letter i sued on mformation technology
general controls and audited applications. The followmg di cus es the summary results by
review area.

These prollnuns are Intended to ensure that ecunty threats are identi led, risks are asse sed.
control objectives are appropriately de Igned and formulated. relevant control techniques are
developed and unplenlented. and managerial oversIght I consIstently applied to ensure the
verall effectlvene ~ of ecurlty measures. Secunty program typically IOclude onnal poliCies

on how and which sensItive duties should be separated to avoid conflicts of mtcre t. Similarly,
policie on background checks dunng the hlrlOgprocess are usually stipulated. Department-wide
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security programs offord management the pponumty to provide appropnlltc direction Ilnd
oversight of the design, development, and operation of critical systems controls, Illlldequacies In
these progl'am c n result 1ll Inadequate access controls and software change control affectmg
es entia!, sy t ms-bllsed operations.

"A depanment-wlde lllformalion secunty managemenl program tS the foundation of a security
control 'tructlll'e and a reflection of semor management' commitment to addre Illg security
nsks. Th security management program should establish a framework and continuous cycle of
acttvity for assessing risk, developmg and Implementing effective secul'lty procedures, and
monitoring the effectiveness of these procedures, Overall policies and plans are developed at tho
depanment-wlde level. System and application-specific procedures and controls implement the
depanment-wlde policy, Without a well-deSigned program, secunty controls may be madequate;
respon ibiline may be unclear, misunderstood or improperly Implemented: and controls may be
Illconslstently applied. Such conditions may lead to insuffiCIent protection of ensltlve or critical
resources and disproponionately high expenditures for controls over low-nsk resources. Through
FISMA, Congre s requires each federal agency to establi h an agcncy-wide 10 ormatIOn secunty
program to provide information security for the informatlon and information systems that
support the operations and as 'ets of the agency, lUcludlllg those managed by a contractor or other
agency," as written 111 GAO FISCAM dated February 2009. Our procedures identified the
follo""lllg I sues:

• ertlfieation ceredltatlon: For ITO, SSP documentation was tound to have nOI
been updated to reflect th current technology enVIronment.

• Plan of Act ons and Milestone (POA&M): For ITO and CIT, management did not
Implement an adequate POA&M process to record POA&M III a tlmely manner and to
track and mOllltor the POA&M to enforce completeness and accuracy; no formal
reporting process of the status of weaknesses to management eXist

• Vulnerabillt Management: For ITO, vulnerability assessments are per ormed;
however, there IS a lack of effective mana 'cment of the Identified vulnerabilitle ; 80m
identified vulnerabilitte are not tracked Wlthlll the vulnerabihty tracking y tern and a
formal proce . of tracking and mOllltonng the Identlfied and remediated vulnerabilitte
does not eXlst; CIT vulnerability scans were not run for the penod under reView,
Exception noted durmg the vulnerability scans were found to have been closed three
months after Issues were discovered,

• Background lnve tlgatlon: For ITO, management has not fully Implemented an
IllfOmlBtlOntechnology new hire personnel secunty program; ecurity trUIlllllgSare not
c mpl led by all emp! yees and contractors, For CIT, exception were noted for new
mployee background mve ugatlons,
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Access controls ensure that critIcal systems assets are physically safeguarded and that logical
access to sensitive applicatlons, system utilitles, and data is granted only when authorized and
appropnate. Access controls over operating systems, network components, and commurucallons
software are also closely related. These controls help to ensure that only authonzed users and
computer processes can access sensitive data in an appropriate manner. Weaknesses In such
controls can compromise the mtegnty of senSitive program data and increase the nsk that such
data may be mappropnately used and/or disclosed. Our procedures identified the followmg
Issues:

• Access Identification & Authentication: For ITO and CIT, password policies and
authentlcallon settings need enhancement.

• Access Authorization: For CIT, the annual validation of user secunty awareness traming
and account monitoring IS inadequately documented to tnalOtalOappropnate user access
011 the network. For ITO, periodic monitormg of admmistrative access rights needs to be
enhanced along with momtonng of idle network accounts.

• Protect Sensitive System Resources: For ITO, the infrastructure and applical10n servers
have not fully Implemented authorization controls.

• Remote Access: For ITO and CIT, a Significant number of users access the DHHS
network using their own personal home computers that lack secunty controls; no
eVidence of authonzation or reauthonzation of remote user accounts.

• Local Admin Rights: Some general DHHS users have local admmistratlon access rights
to their IJ1dividuatcomputers.

• ecurity Monitoring: For ITO and ClT, various computer platform operating system
(Windows, UNIX and mamframe) security logs are not monitored.

• Penetration Testing: For CfT and ITO, insufficienl security controls are in place to
protect access to hosts, web applications, databases, and Windows.

Configuranon management procedures should be established to ensure that critical components
of the orgaruzation's technOlogy resources have been appropnately identified and are
mamtalDed. There should be an mtegrated process whereby current and future processmg
demands are measured and prOVIdemput to the technology resource acqulsiuon and change
process.

• Maintenance of Configuration Identification: For ITO and CIT, baseline
configurations for the Wmdow and Solans servers needed updating.



• Test. Track & Authorize hanges: For ITO, testing revealed lack 0 authorization,
testing, eployment. and segregation of duties.

• Configuration Monitoring: cces Identification & Authentication: For CIT,
procedure have not been developed for mODltonng operating system change for
Wind ws l1ndUN! .

• oftware Updates: For CIT. patch testrng revealed missmg system updates for the
operatmg system.

Segregatloll ofDuth,'

Appropriate egregotJon of Duties ( 00) poliCies tmplement a divisIOn of roles and
re ponsibihtl thllt reduces the pos lhility or a lOgiC mdividual to compromise a cnltcal
pr e . 00 helps ensure that pers nnel are performtng only authonzed duties relevant to theIr
re pecllve Jobs and posItions.

• oD Pollcl : For lTO, the change management tool doe not enforce 00; CIT has a
ecltnty admiDlstrator WIthfull mainframe acce s.

• oD Review: For ITO, revIew of admirustratlve logs for mappropnate actIon are not
perti rmed.

Contillgellcy Plum!llIg

The process to prevent, mitigate and recover from disruption. The terms "bu iness resumption
plannmg", "disaster recovery plannmg," and "contingency plannmg" also may be uscd m thiS
context; they all concentrate on the recovery aspects of continuIty.

• Docum nt & Develop a ontlngeney Plan: For ITO, the GTC conlmgency plan needs
review and update to Include cntical proce 109 locatJ n.

• ontlng ne PI n e tlng: or IT . n testmg was pertormed to suppol1 ystem
conlmgency m the event of a disa.ter.

GAO FIS AM states, "bus mess process financial applicatIon level controls, commonly referred
to as oppli alion controls" are those controls over the compleleness, accuracy, validity, and
confidentiality of trallsaCtlOns, l1nd data during application processmg. The effectiveness of
apphcallon controls 19 dependent on the effecttveness of OHH depaliment-wide and general
controls. Weakn se 10 dcparunent-wide and general controls can result m unauthonzed
changes to bu lOe . process application and data thai can circumvent or tmpW the ef ectlveness
of manclal apph allon c ntrols. Applicatl n control are dIVIdedIn the follOWIngfour control
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calcgone.

• AppUcation general COD trois (A ) COnsIstof general controls operalmg at the busme
proce s apph aMn level, tncluding those related l secunty management, access
controls. configuration management, segreganon of dutIes, and nung ncy planning.

• Bus D s Process controls (BP) are the automated andlor manual controls applied t
bUSiness trallsactlon flows. They relate to the compleleness, accuracy, validity, and
confidenllality 0 transactions. and data dunng apphcation proce slOg. They typIcally
cover the structure, poliCIes, and procedures that operale at a detailed bUSLncs process
(cycle or lIlmsaction) level, and operate over lI1dividual trllnSaCllonsor actiVities across
bus1l1cSSprocesses.

• Interface control (IN) consIst of those controls over the: I) bmely, accurate and
comple! processing of mformanon between applications, and other feeder and recelvmg
system on an on-going basIS; and ii) complete and accurate lIlJgration of clean data
dunng conversIon.

• Data management system COD trois (DA) enforce user authentlcatlOniauthonzatlOn,
availabihty of system pnvilege . data access pnvileges, application proce slOg ho ted
wltl\m th data management stem . and segregation of duties. Tecltnology mclude
da18ba management y terns, specIalized data transport/commurucatlon oftware
(often called middlewarel, data warehouse software and data extractlolVreportmg
software,"

As part of our IIssessment of mtcrnal controls, we reViewed the UFMS: NBS: Grants
Admuustratlon, Tracking IInd EvaluatIon ystem (GATES): HCAS: Enterpnse Human
Resource and Payroll ystem (EHRPS); information for Management, Planntng, AnalySIS.and
CoOrdtnilllOn (!MPA II); Accounttng for Pay Syslem (AFPS); ManagmglAccounllng Credit
Card y tern (MA S); AFS; and omml slOned orp Personnel and Payroll y tern (Cep).

ur testmg noted application control IS ues lD the deSIgn and the operallons of key controls.
We noted weakneS'C:lsIn all four (4) control cat gones With Significant Issues around appJicallon
level general controls.

• Appll adon Level coersl ontrols

o cee s Authorization/Separation: For some users, access to key finanCIal systems
such as AFPS, EHRP, GATES, HCAS, IMPACII, MACCS, and UFMS and were not
appropriately granted, recertified, or removed,

o Per odic Account Review: Privileged users and syslem admlDlstralor account are not
bemg reViewed tor AFPS. EHRP, GATES, H AS. or IMPA II.
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o Finane al ' stem 'ecurlty Plan: ecunty plan documentation I n t complete or
contain mcon ISteDIlanguage or AFPS. EHRP. GATES. HCA • IMPACII. NBS.
and UFMS.

o Audit Log Monitoring: For AFPS. GATES. HCAS, MACCS, and UFMS systems.
audit log momtormg procedures were not documented. Further. audIt trails that were
generated were not momtored.

o ,egreKatiou of Duties: Access assIgnments were excessIve lor AFS, AFPS, EHRP.
GATES. HCAS. IMPACIl, MACCS, and NBS systems and did not prOVide an
adequate segregation of duties. Assignment conflicts repre ent instances whereby
accesses llssigned may have allowed u ers to perform all phases of transactions
without Intelventlon by other users or approvers. In addition, apphcatlon developers
had full access to both development and production systems.

o User IDs and Pa swords: AFPS. EHRP, HCAS. IMPACII. and UFMS applicatIOn
u. rs hared yswm IDs or had multlple IDs as ociated to accounts. Shanng of user
JD elimmate' per nal accountability for any system actlvtty. umber of other
systems password configuration doe not comply with DHH standards.

o Cbange Manaaem nt: hange management procedures or AFPS. EHRP, GATES.
HAS, IMPACn. NBS. and UFMS were Insufficient to ensure only properly
authonzed changes were implemented mto production system .

o Security Management: Documentation to support corrective actions ISnot complete
or not provided for the POA&M for AFPS. EHRP, GATES, and HCAS.

o Certification & Accreditation: Compliance wllh the C&A pol1cles and procedures
has not been formahzed for HCAS. Documentation IS not complete or contamb
inconsIstent language for IMPACCII and NBS.

o ootln nC)' Management: ntmgency plans for AFPS. EHRP, and GATES could
b enhanced. Plans did not IJ1clude effective scenanos to addre bUSID
re umptlon or address effecuve testmg.

o pplleatlon L mlt.tlons: No eVIdence wa proVided to dem nstrate 1uncllons and
11mb mies of pnvileged accounts and ystem admmistrator account for AFP and
EHRP.

• Bus n II Proeell Controls

o Error Handling ActIvities: Procedures do not eXist m that the Global Error Handler
IS mOnttored and that tran actions held IDerror are reViewed and processed timely.
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• Interface ontrols

o ystem Interfaces: For GATE and UFMS systems, consIstent policle and
procedures do not exist over Ihese rnterfaces 10 en ure that necessary inputs are
proce ed, control logs are monitored ana reVIewed with Issue adequately followed
up, and errors held In rejectlon file dUring proce ing are resolved.

• Data Management y tern antral

o ont1guratloll ontrols: EHRP, IMPACII. NBS, and UFMS Oracle financial
y lems siolllings for the selected databases and operating systems are not optimized to

proVIde II secure computing enVIronment.

o K MaDag ment Report: Management doe not regularly or consIstently revIew
outpUI reports det iling the anterface aCllvity to the finanCIal system.

To provide a secure computmg envIronment for cnncal applicanons fur ughoul all the operannl!
divi-Ion . DHH. hould'

• Improve overall secunty management program to updale docwnentatton and revIew of
C&A, Plan () ActIOnand Milestones. vulnerability management, and background investigallons.

• Develop safeguards around access comrols to limit unauthorized access to system assets,
including comrols around remote access and penetration leslmg.

• Develop and Implement effccllve tools, poliCies, and procedures to revIew platfonn securilY
settmgs for all components, on a conllnulOg baSIS.

• Develop overall litIS platform conligurallon secunty stllJ1dards for all operatlOg platforms
and databases. tbllowmg the guidllJ1ceIssued by NIST, for all components.

• Conl1nue 10 lest. track. and authonze all syslem changes planned for release into the live
cnv]r nmenl

• nllllue 10 review egregallon of duties log to ensure Ie pnvtlege is granted to users With
slgruficam secunlY and change management responsibilities.

• Revtew and updale contingency plans for thc applications, critical processing locations, and
ensure proper leslIng IS perfonned.

• ontmue to reVle~ user a cess to critical finanCIal applications to en UTe acces IS

properly granted. recertified, and removed on a penodlc ba 1 .

• Matntain updated ystem secunty plans for all critIcal applications and validate that
III ormation IS accurate.
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• Develop all effective data management program to e tablish optlffial secunty ett10g on
the database

A substantial portion of eMS' data and claims processmg is performed by geographically
dispersed contractors. Because of MS' enonnou sIZe and decentralized nature, 11 relies on
extensIve 111 ormation systems operations. These systems, resIdent at the CMS Central Office
lUld Medicare contractor sItes. are deSigned to assure consistency 10 admlntStratlon of the
Medicare program. In addibon to proce smg, accountmg for, and reportmg on MedIcare
expenditures. Internal c ntrols over these opemtlon are essential to ensure the mtegnty,
confidentiality, and reliability of the Medicare data and to reduce the nsk of errors. fraud, and
other illegal acts.

ntl'Ol over mformatlon y tems should be augmented by controls d signed to detect, on a
timely baSIS, elTors that have ccurred, IInd therefore Ilutigate the potential unpact of
Impl:rfecuons In the prevent contr<lls. enerally, detect controls are accomplished by means of
robust manual. financial reportmg, and perIOdic 111001torll1gcontrols. As noted above under the
caption, Financial Reporting Systems, Analyses and Oversight, Improvements are needed in the
detect controls al CMS. ThIS weakness 10detect controls 10creases the Importance of a thorough
and closely followed system oflT security.

The contract between eM and its contractors that proces or uppor! the proce mg of
Medicare fee-for- rv! e claw lOclud prOVISIonsrequiring the dherence to ecunty standards
de cribed m a 'en of d cuments, the cornerstone of which I the Busme Partn I' y terns
Secunty Manual (BPSSM). The specific ecunty tandards followed at each contractor are to be
documented in their Sy tem ecunty Plan (SSP). Contractors are also requrred to pen dically (at
least annually) test and certIfy their systems or operation. Recent re tructunng ha centralIZed
data processmg s rvlces In Enterpnse Data enters (EOC ). CMS is transltiomng the business
function of claims processing to MedIcare AdmlnlSlraliVe Contractors (MACs) who are
responsible for pl'ocessmg Hospital Insurance (HI) and Supplemental Medical Insurance (SMI)
clllUns acttvity for theIr aSSIgnedJurisdictions. Prior to the restructuring, claims process1Og
contractors were I' sponsiblll lor both the data processlnll and the clauns processmg function.
CMS hiI$eontra tually requlred contractors who are deSignated as MA s t obt811l tatement on
Audittnl! tIIndard (SAS) No. 70 reports to d cument complumce WIth the BPS M and the
contractor' SP. he EO • fi cal mtermedianes. camel's. and software malntame are
mOllltoroo by MS through nnunl revIew u mg 0 Ice of Management and Budget (OMS)

lreular No. A-123, Management's Resp nsibility for Internal ontre!. which proVIdes upel ted
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mternal control standards and specific requlTements for conductmg management's assessment of
the effectlvenes of internal control over financIal reportmg.

We performed our uUormatlon system general and application control pI' cedure' at SIX MA s,
and general c ntrol procedures at the Balttmore Data Center at the CMS eotral Office and two
contractor Enterpnse Data enters (collecllvely EDCs). These three ED s now provIde the
majority of the elcctroDic data processmg and ho tLOgoperations to accommodate fee-for- ervice
claims submitted by hospitals, physIcIans, and other providers. The applicatIOns reViewed
IDcluded the Fiscal Intermediary Shared System (FISS), tbe ViPS Medicare System (VMS), the
Multi-Carrier System (MCS) and the Common Working File (CWF) (collectively, "shared
systems"). At the CMS Central Office, we performed procedures over financial applicatIon ,
including FinanCIal Acc untmg ontrol System (FACS), HlGLAS and M dicare Advantage
Pr criptlon Drug Sy tern (MARx).

Whil efforts have b en made to remedlate the prior year findmgs, we have identified the
followmg smiler areas where mformatton technology controls need to be tmproved.

CMS ha developed processes and poliCIes for supporting thelT Informatton Security Program in
accordance with NIST pecial Publication 800-53, Recommended Security Conrrols for Federal
Information Systems and NIST Special Publication 800-37, Guide for the Secur,ty Cel'ti{icCltion
Gllld Accreditation of Federal h!(ormation Systems. These p HClesare documented in the CMS
BPSSM, CM In ormat1On Secunty (IS) ertificatlon and Accreditation (C&A) Program
Procedures, and SSP Methodology that present the MS requirement tor mformatlon cunty.

MS embeds c mpli nee With these overarchmg cntena m its formal policI and IDcontract
With the entities executlllg cla1JTl processing and other federal IDormation YSlem
responstbilil1 s on Its behalf, while providing flexibility to the participants 10 meetmg the
objectives. A combmanon of uch contractual requirements. contractor self as es ments. elected
third-party reviews. and follow-up proce ses for remedIation of pnor fmdmg proVide prmclpal
m mtormg and oversIght lJl ormatIOn for CMS. However, these proce es have not been fully
effective In Identifymg m ormatlon secunty Issues or eusunng that they are hmely remediated by
contractors.

DUring our audit activities as part of the Chief Financial Officer financial audit. we identified
weaknesses IDinformation security oversight, including:

• CMS did not ensure that user roles and responsibilities were clearly defmed. We noted
thts weakness at one EDC and two MACs where the MACs and the EDC have not
formally documented the coordmatlOn of their u er access roles. The BPSSM require
that busme owners penodically review system aeee s authonzatlon Iitlngs and
d t rmm whether th y reDlam appropriate. The lack 0 clearly defmed us r role and
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responsibiJitle~ and coordination within the orgaruzatlon (for example, between the EDC
and MA as noted above) has resulted in lnsufiiclent reviews by the ED and MA s of
acce and situations where users were granted exee'slve or conflIcting acce s t the
hared sysl m . as illustrated by the examples III ecrion II below.

• We noted a lack of periodic review of user aece s over the mainframe and shared systems
at one EDC and four MACS. Periodic review of access ISessential to ensure that access
ISappropriate and still required.

• CMS did not ensure the default passwords for several system accounts on a miSSIOn
critical database were changed smce ItS Implementation in 2006. This resulted In
vulnerabilities that could have allowed unauthonzed users access to unencrypted
personally identIfiable mfonnatlOn (Pill and sensitive user data.

• Dunng our ecw·lty assessment, we noted that certam MA s did not Implement all of the
'ystem settings as required by CMS to secure their information systems. As a result. we
were able explOIt vulnerabilities at two MACs to glUllaccess to sensitive user data.

• Backup magnetlc tapes managed by EDCs contamed unencrypted PH (Medicare claims
data). CMS is not followmg the DHHS) Standard for Encryption (DHHS Standard 2008-
0007.001S. dated December 23, 2008) that "all portable media that contams sensiuve
m ormation shall be encrypted" and OMB Memorandum o. M-06-16, PrOleCllon of
Senslilve Agency injormallolJ CMS did not receIve a waiver from OMB related to this
Issue.

• The BOCs did not lD1plement all mamframe ecunty settmgs 8S requrred by CMS to
secure tberr mformatlon systems. In addition, we noted an excessive number of users
(1SO u ers at one EOC and 300 users at another EDC) who also had excessIve system
access to the mainframe. For example, the I SO users at one EOC were granted elevated
security administrative pnvileges even though they only requrred limited access for
resettmg passwords. ThiS access could allow users unauthonzed access to Medicare data.

• Noncomphance WIth CMS secunty standards were not reported to CMS. At one MAC.
we noted that 8 out of 39 cntlca! security settmgs tested were not in compliance with the
esta.blished standard. Examples of these exceptions mclude dormant account not
removed, pnvileged accounts not restncted based on Job function and hard drIve not
enctypted.

The aggregation of these mformation technology vulnerabilities mcreases the risk of
misapproprianon of funds or unauthonzed disclosure of PII. The risk of the vulnerabilitles IS

magnified by the msufficlent oversIght and momtonng of the information technology controls by
CMS management
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Acce S controls ensure that critical sy tern asset are physically protected from unauthonzed
access and logical controls provide assurance that only authonzed personnel are granted access
to data and programs mamtatned on systems; such controls tnclude morotonng of secunty events
for proper assessment and remediatIOn.

• The application secunty deSign for MCS did not support appropnate segregation of
d~ltleS between security admnustrators and computer SUppOTtactivities or busmes
functions. ThiS access allows security admlDl tratlve privileges to Medicare (Part .8)
cl81ms processmg at all contructors usmg M S. Specifically, we noted that 24 bu mes
u ers at 2 MACs and 28 help desk users at another MA were granted exce lYe ecunty
admInistrative pnvileges even though they only reqUired IttlUted aceo s (re cttlng
pas'word ).

• We noted that tnappropnate and exces Ive access was granted to 72 users at two MAC .
Specifically, access control pnvileges were granted that prOVide u ers with update and
del te acce s to productlon data files although the users only needed update acces . At

ne MA • we noted that users were appbcatlon d velopers and at another MAC the users
were bUSUl ss function users. This acces. would allow users to create and also delete
pr ductlon tiles (Medicare data files).

• We noted that access was granted to four FISS users resulllOg m mappropnate
'egregatlon of duties at two MACs. The lack of segregation of duties may result in
erroneous Medicare (Part A) clmms processmg.

• Segregatl n of dunes conllicts also exi t at the CMS Central Office between the busmess
function and the 10 ormatlon secunty admll1Jstratton funcllon of the Office of Fmancial
M nogement's (OFM) FinanCIal Accounting and ntrol ystem (FA S) general ledger-
related apphc8t1on. CM OFM h assigned p r nnel to function as sy tern and ecunty
admlnlstrato ,who are obi to grant acces to th FACS general ledger applican n. and
prece transactions. sunilar condillOn was noted last year.

These secunty weaknes s could ailow \Dtemal users to access and update finanCIal systems,
program parameters. and data Without proper authonzatJOn.

Configuration manugement depends on the consistent appllcalJon of change management
proces s and p hCles to automated computer sy tems m order to ensur the IDtegnty and
secunty of linanci I nd claim datil. MS has contr cted wnh ftware mamtatners to proVide
softwar development and support of the shared syst m. u cd to proce s Medicare cl8lms.
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The revIew of chang management for entral Office manclal appltcatlons Identified
mconslstencles m the processes and methods used for mamframe applications. The IOfrastructure
change management process IS centralized and uses II change configuration board to manage
changes across the enlerpnse. However. entral Oftice mainframe application program chang
are n t part of the enterpnse change process and rely on mdividual change processe wltlun each
busme s function. Durmg th audit, the followmg weaknes es were noted.

• NI T reqUires a change management control and trackmg process to eJlSure that all
phase~ of the change control process (e.g., Justification for change. approval,
Implementatton, lInd test of the change) are satisfied. We noted 9 Central Office
Medicare or financial apphcatlons that do not have an adequate change control proces to
manage configuration changes. For example, we tested 47 changes to the MARx and
MBD system and noted that there was no eVidence of approval and no eVidence of
testtng for 40 and I . respectively, of the change. In addition, we noted that momtonng
of configuration changes for HIGLAS was not bemg performed. Specifically. the
HIGLAS production environment is not reviewed and compared With approved changes
to validate that only authonzed and appropnate changes are made to the system. As a
result of these weaknesses, unauthonzed or unapproved changes may be unplemented
which could lead to maccurate Medicare payments.

• We n ted that segregation of duties conflicts eXI ted With the change management
softwar used to track changes In Central Office Medicare applicattons. We Identified
one mdividual each in five different Medicare applications where they were able to
develop and also approve system changes. As a result of these weaknesses, unauthonzed
or unapproved changes may be Implemented which could lead to maccurate Medicare
payments.

Software mallltamers prOVideservices for the shared systems that mclude system development.
sy tern documentation. tralllJl1g,and unit testing. The MACs' responsibilities over the shared
systems Include configuration of edits, customization of Automated Adjudication oftware
(AA or scnpl) and admlnlstratlon of security. Durmg the audit, the folJowmg weakne es were
Identl led:

• In 2008. eMS management established formal control processe tor the u e of AAS.
IIlcludmg methods to establish, test, pellr review, and approve AAS programs pnor to
their use. Our testmg noted Issues at five MACs regarding compliance with these
proces es for AA . More than 25% of the tested AA was not documented by four
MA as t the buslne 8 pwpose and planned date to cttvat and/or d activate the
cnpl. In addi\lon. we noted that cnpts created several years ago and scnpts mhented

from prevIous claimS pro es rs have not been te ted or documented as to the busmes
pwpose. Also. at one MA • we noted five users were able to develop and write the
scnpts and also were able to activate the scnpts, which results m a lack of segregatIOn of
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duties. Finally, we noted that there is no CMS requrrement for the MACs to recertify the
AAS on a periodic basIs.

AAS programs provide a powerful tool to process large volumes of Medicare chums
rapidly. without human IOtervcntlon. The use of such programs, without the enforcement
of strong controls. could result In inconsistent, uncertain, or improper Medicare
payments. While new AAS ISsubject to an Improved process. thIs condition has not been
resolved for AAS programs from prior fiscal years.

CMS has made efforts to remediate specific informal1Onsecurity and control weakne ses. CMS
management should continue Its efforts to appropriately coordinate and direct the informatIOn
ecunty program admmJ tered by Office of InformatIOn Services (OIS) for all of the affected

information system processmg activIties, uch actIVities should include continuous momtonng
of the information secunty program at the Central Office and contractor saes.

Specifically as part of the program improvements, CMS should:

Improve Its process for momtonng and managmg ItS contractors through addiuonal
commUlllcauon, coordmatlOn. and assignment of clear responsibilitle for processing
Medicare data and adhering to CMS' poliCies.

PrOVidespecific direcuon to the MACs and EDCs as to their roles and responsibilities for
performmg mformatlon secunty functions and validate appropnate segregatlon of dunes.

Enforce the requirement that user access reviews are perfomled periodically and m a
timely manner.

Ensure the encryption of personally identifiable information on ItS mformanon systems.
mcluding portable deVices, as reqUired by OMB and DHHS to protect sensitive data
agamst unauthonzed disclosure.

Strengthen Its mformatlon technology systems by ensuring that the system and ecunty
erungs have been Implemented. mOnitored for compliance, and identified errors are

corrected on a tmlely basis,

Ensure that appropnate segregation of duties IS established In aU systems that support
Medicare and financial processing to prevent excessive or mappropnate access. In
addition, acces to all systems should be penodically reviewed to ensure that access
remaInS appropnate and no mcompatible duties eXIst.

Move the FACS applicatIOn secunty adnunistratlon process and configuratIOn
management process from personnel withm OFM to OIS. CMS has continued to use ils
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eXlstmg proce s for suppomng FACS. augmented by what it believes 10 be cotnpensatmg
mllJlual controls to review activity, Pending replacement of FA S. we uggest MS
conunu to penodically rcasse sand confinn thiS dCCISIn at enlor levels and remain
vlgllllJlt lIS to the risks posed by the segregatl n of duue I ue noted, OlS ha an
e tablished u er cunty admmlstranon proce s as well as an establtsb d configuration
management proce . CMS would strengtben the mtemal control by ulilizmg these 01
processes for FACS. In addition, CMS should ensure that segregatIon of dunes are
appropnately addressed in the implementation of the new accounting system.

ReqUire all changes (0 Medicare and financial applications to follow NIST gwdance
includmg reVl wmg and approvmg all changes. All phases of the change management
proce should be documented and retained.

En u that II AAS program are documented as to their busmes purpo e and te ted
prl I' to b mg Installed at a MA . The scnpt 'hould be penodlcally tested and

ertified as to busmcs need and any pnor year scnpt sh uld be proper! validated.

CMS should contmue ItSefforts to \Dcrease contractor compliance by enhancing controls through
oversight BClivihesIlnd prollctively mOllltoring contractor comphance With secunty setllngs and
related directives for data acces control and applicauon programs. In addition, CM
management should validate the implementation of the requirement and. tandard by the
contr t ,reView and evaluate the deViations noted. doeum nt the conclUSIOns and. If
acceptable, approve the docum ntahon,

The eombmation of the ne d to Impr ve MS oversight of Its contractors, prevent mappropnate
or excessive acees nd incompatible duties to Medicare and finanCial systems, and validate that
senpts are functlOmng as intended has resulted 111 more than a rea onable possibility that a
matenal Jnlsstatement of the financial statements will not be prevented. detected or corrected on
a ttrnely baSISby MS' Internal controls. Accordingly, if the mternal controls associated with
the noted weaknes e are not funcnomng as IIltended. this may result In lIleon I tent and
uneertam clalffiSproce Ing Ihat could lead to maccurate Medicare payment .
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In th reports on the results of the FY 200 audit of the DHHS financial tatements. a number of
I sues were ral ed relllM to mtemal control. The chart below ummanzes the current status of
th prl I' yellr Items:

MaterIal Weaknesses

Issue Area Summary Control Issue FY 2009 Status
Financial Reporting • Lack of Integrated Financial Repeat Condition
Syslems. Analyses. and Management System
OveTlllght • Financial AnalySISand Oversight

FinancIal Managemenl • Security Management It peal Condition
InfonnslIon ysl ms • Access ontrel

• Financial ApplicatIon pecific Concern

Shmlflcant Deficlencv
Statement of Social • Lack of robusl automated controls Repeat Condition;
Insurance over ~pl'eadsheet changes and mputs summarized mto

F/lwnclal Repormrg
Systems, Analyses, and
Overs/flirt

We have reviewed our findmgs and recommendatt ns WIth DHH management, Management
generally c n ur With our fmdings and recommendatIons and Will proVIde a corrective aellon
pilln to ddre. s the findin¥s identified in thi report We did n t uudil DHHS's respen e and
a c rdmgly. W express no opml n on It.

Thl report is mtended solely for the mfonnatloo and use of the management and the 01 of
DHHS. OMB. OAO. and Congress, The report is not I1Ilended to be and should not be used by
any ne other than these speCified parties.



To th ecretary and the Inspector eneral
of the U.S. Department of Health and Human Services

We have audited the til18Jlclalstatements of the U.S. Department of Health and Human Services
(DHHS) as of and for the year ended September 30, 2009, and the statement of social insurance
as of January I, 2009, and have Issued our report thereon dated November 10, 2009. We
conducted our audit III accordance With auditing standard generally accepted in the United
States. the standards applicable to tinanclal audits contamed In Government Auditing Standards.
Issued by the Comptroller General of the United States. and Office of Management and Budget
(OMB) Bullettn No. 07-04, Audit Requirements for Federal Financial Statements, as amended.

The management of DHHS IS responsible for complying with laws and regulatton applicable to
DHHS. As part of obtalmng reasonable assurance about whether DHHS's fmancial statements
are free of matenal filS Ultement.we perfonned tests of its compliance with certain proVISIOnsof
laws and regulations. noncompliance with which could have a direct and matenal effect on the
determination of financial statement amounts, and cert8ln other laws and regulations specified In
OMB Bulletin No. 07-04, liS amended, Illcluding the requirements referred to in the Federal
FinancllII Managem nt Improvement Act of 1996 (FFMIA). We lirMed our tests of compliance
to these proVISIOns,and we did not test comphance with all laws and regulations apphcable to
DHHS.

The results of our te t of compliance with the laws and regulallons descnbed III the second
paragraph of !hi repon disclosed lDStances of noncompliance With the followmg law and
regulations or other matter that are required to be reported under Government Auditing
Standard!! and MB Bulletm 0.07-04. a anlended. DHHS's management I currently
IDvestlganng whether It Violated c rtatn provIsions of the Anti-DefiCiency Act (P.L. 101-S08 and
OMB C1I'CularA·II). Additlonlllly, DHHS management IS currently investtganng whether It
Violated certam prOVISionsof the Federal AcqUIsition Regulations.

Finally, the Improper Payments Information Act (IPIA) of 2002 requires federal agencies to
identiry the program and activities that may be susceptible to Significant Improper payments and
estimate the amount of the Improper payments. While DHHS ISnot m full compliance with the
requirements of IPIA, It has developed and reported error rates for each of its seven high-nsk
programs. or components of such programs. DHHS contmues its efforts to fully Implement IPIA
and MB' implementing regulan n.



Under FFMIA, we are requIred to report whether DHHS's financial management system'
subSlantlally comply wIth federal fmancial management systems requLrements. applicable federal
accounting standards, and the United States Standard General Ledger (USSGL) at the transaction
level. To meet this requirement, we performed tests of compliance with FFMIA Section 803(a)
requIrements. The results of our tests disclosed instances in which DHHS's financIal
management systems did not substantially comply with certalD requirements as discussed above.
We have identified the followmg mstances of noncompliance:

• Certain subsidiary systems are not mtegrated with the Unified Finllnctal Management
System (UFMS) and are not complemented by suffiCIent manual preventative and
detective type controls. For example, although operattonal at some of the MedIcare
Contractors, DHHS has not yet completed the Implementation of the HIGLAS general
ledger system. Additionally, manual key input conhnues to be requll'ed for each
Operation DiVIsion (OPDIV) to upload trial balances into the Automated Financial
System for consolidatton in preparation of the departmental consolidated fmancial
statemcnts. Further. certam OPDlV -level reconciliationS/analyses were not performed on
a timely basIs.

• During fiscal year 2009, hlmdreds of manual Journal vouchers were requued to be
recorded to UFMS to post certam types of transactions-including budgetary and
propnetary, not currently configured correctly within UFMS and tor the purpose of
developmg quarterly finanCial statements.

• ReViews of general and application controls over financial management systems
identified certain departures from requirements specified 111 OMB Circulars A-127.
FinallclGl Management Systems. and A·\30, Managemem of Federal Illformation
Resources. AdditIOnally, the Office of Inspector Oeneral (OIG) identified certam Issues,
IIlcluding access control defiCIenCiesrelated to systems as part of its Federal InformatIOn
Security Management Act and other oro engagements. Finally, DHHS management has
Identified certain weaknesses within its lOformalton technology general and application
controls durtng Its assessment of corrective action status and its OMS A-123 processes.
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Our Report on Internal Control dated November 10, 2009, mcludes additIonal m~ nnatlOn
relnted to the tinancial management systems that were found not to comply with the
requirements. relevant facts peruunmg to the noncompliance to FFMlA. and our
recommendallons related to the specific Issues presented, It is our understanding that
management agrees with the facts as presented and that relevant comments from DHHS's
management respollslble for addresslllg the noncompliance are provided as an attachment to llS
report, We did not audit management's comments and accordingly, we express no opmion on
them. Additionally, DHHS is updatmg tts agency-wide corrective action plan to address FFMIA
and other tinancuil management issues,

Providing an 0Plnl0l1 on complJance with certam provisions of laws and regulations was not an
objective of our audit, and accordingly, we do not express such an oplllion,

This report is mtended solely for the information and use of management and the OIG of the
DHHS. OMB, and Congress and is not intended to be and should not be used by anyone other
than these specified parties,

~TMLLP
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We would like to thank the Office of Inspector General and your contractors, Ernst & Young LLP for your
efforts on our behalf. We appreciate the professionalism exhibited by your staff and contractors during this
significant effort. We appreciate the opportunity to comment on the draft reports.

We concur with the findings in the Report on Internal Control and Compliance with Laws and Regulations,
to be included in our FY 2009 Agency Financial Report. In response to these reports, we will prepare
corrective action plans to address the findings within the next 60 days.

HHS management is committed to working toward resolving these chaIJenges and we look forward to
continued colJaboration with the OIG to improve the health and weIJ-being of the American people through
improved stewardship of taxpayer funds.









FY 2009 Agency Financial Report

FINANCIAL STATEMENTS

CONSOLIDATED BALANCE SHEETS
As of September 30, 2009 and 2008

(In Millions)

2009 2008
Assets (Note 2)

Intragovemmental
Fund Balance with Treasury (Note 3) $ 161,962 $ 124,280
Investments, Net (Note 4) 381,116 385,397
Accounts Receivable, Net (Note 5) 913 880
Other (Note 8) 92 92

Total Intragovemmental 544,083 510,649

Accounts Receivable, Net (Note 5) 5,504 7,419
Cash and Other Monetary Assets (Note I) 357 354
Inventory and Related Property, Net (Note 6) 5,604 4,603
General Property, Plant & Equipment, Net (Note 7) 5,047 5,011
Other (Note 8) 2,185 1,235

Total Assets $ 562,780 $ 529,271

Stewardship PP&E (Note I)

Liabilities (Note 9)
Intragovemmental

Accounts Payable $ 566 $ 406
Accrued Payroll and Benefits 111 105
Other (Note 13) 1.071 1.057

Totallntragovemmental 1,748 1,568

Accounts Payable 554 633
Entitlement Benefits Due and Payable (Note 10) 72,218 65.851
Accrued Grant Liability (Note 12) 4,040 3,878
Federal Employee & Veterans' Benefits (Note II) 9,690 8,742
Contingencies & Commitments (Note 18) 4,048 3,782
Accrued Payroll & Benefits 851 784
Other (Note 13) 1,218 1,356

Total Liabilities 94,367 86,594

Net Position
Unexpended Appropriations - Earmarked funds 3,492 12,172
Unexpended Appropriations - Other funds 124,037 81,350
Unexpended Appropriations, Total 127,529 93,522

Cumulative Results of Operations - Earmarked funds 336,811 346.287
Cumulative Results of Operations - Other funds 4,073 2,868
Cumulative Results of Operations, Total 340,884 349,155

Total Net Position 468,413 442,677

Total Liabilities & Net Position $ 562,780 $ 529,271



CONSOLIDATED STATEMENTS OF NET COST
For the Years Ended September 30,2009 and 2008

On Millions)

Other Segments:
Administration for Children and Families (ACF)

Administration on Aging (AoA)

Agency for Healthcare Research and Quality (AHRQ)

Centers for Disease Control and Prevention (CDC)
Food and Drug Administration (FDA)

Health Resources and Services Administration (HRSA)

Indian Health Service (IHS)

National Institutes of Health (NIH)

Office of the Secretary (OS)
Program Support Center (PSC)
Substance Abuse and Mental Health Services Administration (SAMHSP _

Other Segments Gross Cost of Operations

Exchange Revenue (Notes 15 and 16)

Other Segments Net Cost of Operations

Responsibility Segments
Centers for Medicare and Medicaid Services (CMS)

Gross Cost

Exchange Revenue (Notes 15 and 16)

CMS Net Cost of Operations

$ 749,004

(57,294)

691,710

$ 657,910

(54,071)

603,839

52,326 48,545

1,441 1,398

(55) (59)

9,274 8,643

2,629 2,127

7,314 7,053

5,225 4,415

30,369 29,776

2,341 2,234

1,650 1,086

3,501 3,163

116,015 108,381

(3,820) (3,074)

112,195 105,307

$ 803,905 $ 709,146



CONSOLIDATED STATEMENT OF CHANGES IN NET POSITION
For the Year Ended September 30, 2009

(In Millions)

2009 I
Earmarked All Other Consolidated

Funds Funds Eliminations Total
Cumulative Results of Operations
Beginning Balances $ 346,287 $ 2,868 $ $ 349,155

Budgetary Financing Sources
Appropriations Used 209,273 373,868 583,141
Nonexchange Revenue

Non-exchange Revenue - Tax Revenue 194,330 194,330
Non-exchange Revenue - Investment Revenue 18,686 1 18,687
Non-exchange Revenue - Other 50;3 (9) (127) 367

Donations and Forfeitures of Cash and Cash Equivalents 128 3 131
Transfers-in/out Without Reimbursement (2,918) 1,465 4 (1,449)

Other Financing Sources (Non-Exchange)
Donations and Forfeitures of Property 5 5
Transfers-in/out Without Reimbursement (+/-) 9 (2) 7
Imputed Financing 32 498 (105) 425
Other (+/-) (10) (10)

Total Financing Sources 420,034 375,830 (230) 795,634
Net Cost of Operations (+/-) 429,510 374,625 (230) 803,905
Net Change (9,476) 1,205 (8,271)

Cumulative Results of Operations 336,811 4,073 340,884

Unexpended Appropriations
Beginning Balances 12,172 81,350 93,522

Budgetary Financing Sources
Appropriations Received 213,023 431,868 644,891
Appropriations Transferred in/out 1,854 1,854
Other Adjustments (12,430) (17,167) (29,597)
Appropriations Used (209,273) (373,868) (583,141)
Total Budgetary Financing Sources (8,680) 42,687 34,007

Total Unexpended Appropriations 3,492 124,037 127,529

Net Position $ 340,303 $ 128,110 $ $468,413
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CONSOLIDATED STATEMENT OF CHANGES IN NET POSITION
For the Year Ended September 30, 2008

(In Millions)

2008 I
Earmarked All Other Consolidated

Funds Funds Eliminations Total
Cumulative Results of Operations
Beginning Balances $ 332,966 $ 1,230 $ $334,196

Budgetary Financing Sources
Appropriations Used 193,008 314,749 507,757
Nonexchange Revenue

Non-exchange Revenue - Tax Revenue 197,426 197,426
Non-exchange Revenue - Investment Revenue 19,241 19,241
Non-exchange Revenue - Other 569 33 36 638

Donations and Forfeitures of Cash and Cash Equivalents 50 5 55
Transfers-in/out Without Reimbursement (2,663) 1,338 (1,325)

Other Financing Sources (Non-Exchange)
Donations and Forfeitures of Property 4 4
Transfers-in/out Without Reimbursement (+/-) (1 ) 5 (3) 1
Imputed Financing 25 399 (126) 298
Other (+/-) 10 10

Total Financing Sources 407,655 316,543 (93) 724,105
Net Cost of Operations (+/-) 394,334 314,905 (93) 709,146
Net Change 13,321 1,638 14,959

Cumulative Results of Operations 346,287 2,868 349,155

Unexpended Appropriations'
Beginning Balances 8,887 78,830 87,717

Budgetary Financing Sources
Appropriations Received 205,320 318,130 523,450
Appropriations Transferred in/out (4) 2,089 2,085
Other Adjustments (9,023) (2,950) (11,973)
Appropriations Used (193,008) (314,749) (507,757)
Total Budgetary Financing Sources 3,285 2,520 5,805

Total Unexpended Appropriations 12,172 81,350 93,522

Net Position $ 358,459 $ 84,218 $ $442,677



COMBINED STATEMENTS OF BUDGETARY RESOURCES
For the Years Ended September 30, 2009 and 2008

(In Millions)

2009 II 2008 I
Non-Budgetary Non-Budgetary
Credit Program Credit Program

Financing Financing
Budgetary Accounts Budgetary Accounts

Budgetary Resources
Unobligated Balance, Brought Forward, October I $ 34.349 $ 95 $ 24.104 $ 145
Recoveries of Prior Year Unpaid Obligations

Actual 12.719 14.969
Anticipated

Budget Authority
Appropriation 1.153.357 1.004.447
Borrowing Authority
Spending Authority from Offsetting Collections 2

Collected 10.449 19 12.192 51
Change in Receivables from Federal Sources (263) (177)

Change in Unfilled Customer Orders
Advance Received 154 (106)
Without Advance from Federal Sources (766) 297
Anticipated for rest of year. Without Advances

Previously Unavailable 306
Expenditure Transfers from Trust Funds

Actual 3.512 3.521
Change in Receivables from Trust Funds 515 179
Anticipated

Subtotal 1.167.264 22 1.020.353 52
Nonexpenditure Transfers, Net, Anticipated and Acrual 2,100 2.259
Temporarily not available pursuant to Public UlW (1.515) (16,416)
Permanently not available (-) (29.731) (12.141) (45)
Total Budgetary Resources $ 1,185,186 $ 117 $ 1,033.128 $ 152

Status of Budgetary Resources
Obligations Incurred

Direct $ 1.127.560 $ 44 $ 991.979 $ 56
Reimbursable 7,321 6.800 1
Subtotal 1.134.881 44 998.779 57

Unobligated Balances Available
Apportioned 40.647 72 25.893 63
Exempt from Apportionment 389 427
Subtotal 41.036 72 26.320 63

Unobligated Balances Not Available 9.269 1 8.029 32
Total Status of Budgetary Resources $ 1.185.186 $ 117 $ 1.033.128 $ 152

Change in Obligated Balance
Obligated Balance, Net

Unpaid Obligations, brought forward. October 1 $ 145.222 $ $ 142.248 $
Uncollected Customer Payments from
Federal Sources. brought forward. October I (7,192) (6.893)
Total Unpaid Obligated Balance, Net 138.030 135.355

Obligations Incurred Net 1,134.881 44 998.779 57
Gross Outlays (1.095.645) (44) (980.841) (57)
Obligated Balance Transferred, Net

Actual Transfers. Unpaid Obligations 5
Total Unpaid Obligated Balance Transferred. Net 5
Recoveries of Prior Year Unpaid Obligations, Actual (12.719) (14.969)
Change in Uncollected Customer Payments from

Federal Sources 514 (299)
Obligated Balance, Net, end of period

Unpaid Obligations 171.739 145.222
Uncollected Customer Payments from Federal
Sources (6,678) (7.192)

Total, Unpaid Obligated Balance, Net, end of period 165.061 138,030

Net Outlays
Gross Outlays $ 1,095,645 $ 44 $ 980.841 $ 57
Offsetting Collections (14,115) (19) (15.607) (51)
Distributed Offsetting Receipts (284.264) (28) (264.186) (44)

Net Outlays $ 797,266 $ (3) $ 701,048 $ (38)

The accompanying "Notes to the Financial Statements" are an integral part of these statements.



STATEMENTS OF SOCIAL INSURANCE
75-Year Projection as of January 1,2009 and Prior Base Years

(Tn Billions)

$6,348
16,323
6.144

209
1,924

595

5,451
4,909
2,632

18.147
16.342
6.144

2.958
2.142

595

4,673
4,672
2,632

$6,320
14.932
6.527

202
1,785

581

5.361
4,480
2,856

17.365
14.949
6.527

2.747
1.986

581

4.506
4.262
2,856

$5,975
12.112
7.285

178
1,648

746

4.870
4,460
2.735

15.639
12.130
7,273

2.558
1.834

794

5.118
4,257
2,699

23.315
18.221
10.766

2005
unaudited

$5.685 $5.064
12.446 11,477
7.366 7.895

192 162
1.606 1,436

750 817

4.767 4,209
3.562 3.658
2.134 2.522

10.644 9,435
17.613 16.571
10.250 11.233

15,633 12.668
12,433 11,541
7.338 7.913

2.397 2.179
1.773 1.622

792 880

3.904 3.417
3,407 3,408
2.121 2,440

21.934 18.264
17.613 16.571
10,250 11,233

$(11.290) $(8.829)

Additional Information
Actuarial present values for the 75-year projection period of estimated future excess of income
(excluding interest) over expenditures (Notes 26 and 27)

HI $(13.770) $(12.737)
SMI Part 8
SMI Part D

Trust Fund assets at start of period
HI 321 312
SMI Part 8 59 53
SMI Part D 1 3 _

Actuarial present value for the 75-year projection of estimated future excess of income
(excluding interest) and Trust Fund assets at start of period over expenditures (Notes 26 and 27)

HI $(13,449) $(12,425)
SMI Part 8 59 53
SMI Part D 1 3

Note: Totals do not necessarily equal the sums of rounded components.
With the exception of the 2007 projections presented, current participants are assumed to be the "closed group" of individuals who are at least age 15 at the start of the projection period,
and are participating in the program as either taxpayers. beneficiaries. or both. For the 2007 projections, the "dosed group" is assumed to be individuals who are at least 18 at the start of
the projection period. and are participating in the program as either taxpayers, beneficiaries. or both.

2009
Actuarial present value for the 75-year projection period of estimated future income
(excluding interest) received from or on behalf of (Notes 26, and 27)
Current participants who, in the starting year of the projection period:

Have not yet attained eligibility age

HI
SMI Part 8
SMI Part D

Have attained eligibility age (age 65 and over)
HI
SMI Part 8
SMI Part D

Those expected to become participants
HI
SMI Part 8
SMI Part D

All current and future participants:
HI 12,008 11,883 11.023
SMI Part 8 23.156 21.197 18.221
SMI Part D 9.371 9.964 10.766

Actuarial present value for the 75-year projection period of estimated future expenditures for or on behalf of:
(Notes 26, and 27)
Current participants who, in the starting year of the projection period:

Have not yet attained eligibility age
HI
SMI Part 8
SMI Part D

Have attained eligibility age (age 65 and over)
HI
SMI Part 8
SMI Part D

Those expected to become participants
HI
SMI Part 8
SMI Part D

All current and future participants:
HI 25.778 24,619
SMI Part 8 23.156 21.197
SMI Part D 9.371 9.964

Actuarial present values for the 75-year projection period of estimated future excess of income
(excluding interest) over expenditures (Notes 26 and 27)

HI
SMI Part 8
SMI Part D

$(12.292) $(11.290) $ (8.829)

300 285 268
38 23 19

1

$(11,993) $(11.006) $(8,561)
38 23 19

1


